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Abstract
Web measurements are a well-established methodology for assess-
ing the security and privacy landscape of the Internet. However,
existing top lists of popular websites commonly used as measure-
ment targets are unlabeled and lack semantic information about
the nature of the sites they include. This limitation makes targeted
measurements challenging, as researchers often need to rely on
ad-hoc techniques to bias their datasets toward specific categories
of interest. In this paper, we investigate the use of Large Language
Models (LLMs) as a means to enable targeted web measurement
studies through their semantic understanding capabilities. Build-
ing on prior literature, we identify key website classification tasks
relevant to web measurements and construct datasets to systemat-
ically evaluate the performance of different LLMs on these tasks.
Our results demonstrate that LLMs may achieve strong perfor-
mance across multiple classification scenarios. We then conduct
LLM-assisted web measurement studies inspired by prior work and
rigorously assess the validity of the resulting research inferences.
Our results demonstrate that LLMs can serve as a practical tool for
analyzing security and privacy trends on the Web.

CCS Concepts
• Information systems→Web mining; • Security and privacy
→Web application security.
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1 Introduction
Web measurements are a popular tool to establish the current state
of security and privacy on the Internet. Starting from a dataset
of websites to analyze, web measurements leverage web crawling
and automated analysis techniques to determine whether existing
websites comply with security best practices [11, 12], suffer from
known vulnerabilities [30, 47], or are aligned with current privacy
regulations [23, 37]. Naturally, the representativeness of web mea-
surements and the quality of the conclusions they draw are only as
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good as the quality of the datasets they rely on. Legacy work on
web measurements largely relied on public lists of popular websites
(top lists) created by private companies, e.g., the now discontin-
ued Alexa ranking [48]. Unfortunately, these lists turned out to
be brittle, unstable and ultimately unreliable to draw meaningful
conclusions, which motivated the creation of the Tranco ranking
as a more robust alternative for security and privacy research [40].
Tranco aggregates multiple top lists to mitigate their bias and re-
duce popularity fluctuations over time, hence it is now considered
the reference dataset for modern web measurements.

Unfortunately, many web measurements cannot be meaning-
fully performed over Tranco as is, because Tranco is an unlabeled
dataset, i.e., it is just a list of popular websites with no additional
information about them. This makes targeted web measurement
studies particularly challenging to carry out or significantly limited
in practice. For example, prior work analyzed the privacy guaran-
tees of the governmental websites ecosystem [25, 42] or studied
website compliance with respect to country-level privacy regula-
tions [17, 38]. These studies require the classification of existing
websites as governmental or not, or even call for multiclass classifi-
cation to associate websites to different countries, respectively.

In general, the process of labeling a dataset of websites to carry
out targeted measurements may be complex, costly and error-prone.
High-quality labels can be collected through human evaluators with
sufficient domain expertise. Unfortunately, manual labeling has a
significant cost, does not scale and makes it difficult to expand,
or even replicate, existing studies. Automated labeling, in turn, is
cheap and easy to scale, however it is normally based on heuristics
that can introduce bias or lead to inaccuracies. For example, the
country of a website can be determined by extracting its top-level
domain, like .br, .de, or .it [38]. This approach is useful, yet inferior
to manual labeling, because it does not allow labeling websites with
a generic top-level domain like .com or .net.

Motivated by the explosive growth of generative AI, and the
many success stories of Large Language Models (LLMs) in particu-
lar, we here explore the use of LLMs for creating labeled datasets of
websites that enable the execution of representative, targeted web
measurements. The key intuition of this proposal is that LLMs can
perform automated website classification by leveraging contextual
information, natural language understanding, and the extensive
knowledge they have gained from training on massive datasets
constructed by scraping diverse web sources. This makes them sig-
nificantly more advanced than custom ad-hoc heuristics, e.g., based
on selected keywords, and better equipped to rival the performance
of human experts.

Contributions
In this paper, we make the following contributions:

(1) We present a curated benchmark for key website classifica-
tion tasks previously considered in web measurement papers
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published at major academic conferences. Starting from exist-
ing work, we go through the process of creating high-quality,
labeled website datasets that are amenable for a systematic
evaluation of automated classifiers.

(2) Using our curated datasets, we investigate the effective-
ness of three LLMs on different website classification tasks.
Our analysis includes both a cloud-based LLM and two self-
hosted LLMs of different size, thus covering different repre-
sentative scenarios appealing to diverse use cases.

(3) We demonstrate that LLMs can effectively support targeted
web measurements by comparing the results of our LLM-
assisted experiments against independent ground truths de-
rived using methodologies from previous studies.

In the end, our work shows that LLMs are a versatile tool to
support web measurements and can enable empirical studies that
are accurate, require limited manual work, and are compliant with
widely accepted practices, such as the use of the Tranco list. To sup-
port reproducible science, we release our datasets and prompts [8].

2 Methodology
We here present our research questions and motivate the design of
our experiments starting from them. We then explain and motivate
our experimental setup.

2.1 Research Questions
Our study is centered around three main research questions:

• RQ1: To what extent is website classification a common and
useful practice in the field of web measurements?

• RQ2: Can LLMs perform website classification correctly and
at scale?

• RQ3: Can LLMs be leveraged to support representative, tar-
geted web measurements?

To answer RQ1, we perform a systematic literature review to
identify research papers relying on website classification to carry
out targeted web measurements (see Section 3). We leverage this
analysis both to motivate the importance of the problem at hand
and to identify publicly available datasets of labeled websites.

Then, to answer RQ2, we select representative website classifi-
cation tasks to assess how LLMs perform on them (see Section 4).
After validating the quality of the available datasets, we create cu-
rated variants suitable for a principled experimental evaluation. We
then design corresponding prompts to guide the LLMs and assess
their performance using standard measures.

Finally, to answer RQ3, we perform targeted web measurements
based on our best-performing LLM for website classification (see
Section 5). We then carefully validate the results of the measure-
ments to determine whether the LLM was effective enough to en-
sure the correctness of the drawn research inferences.

2.2 Experimental Setup
We here clarify the most important details of our experimental
setup, so that the next sections can focus on the results.

2.2.1 Choice of the LLMs. Nowadays, there are a plethora of LLMs
available and their performance remains a subject of debate. We
consider one popular cloud-based, closed-sourced LLM developed,

Gemini 2.5 Flash [15] by Google, which we access through its De-
veloper API [24]. Moreover, we consider two self-hosted and open-
source LLMs: Llama 4:109B [4], developed by Meta, and Gemma
3:27B [16], developed by Google, which we run through Ollama [26].

We test these two setups because they are both popular and
appeal to different use cases. Cloud-based, closed-source LLMs like
Gemini are particularly easy to use and do not require significant
computational resources, however their use may introduce ethical
concerns because sensitive research data may not be shared with
third parties. Self-hosted, open-source LLMs, in turn, require a care-
ful technical setup and sufficient computational power, however
they enable local computations over sensitive data. Moreover, al-
though the number of parameters of Gemini 2.5 Flash is not publicly
available, Llama4:109B and Gemma3:27B are good representatives
of large and medium-sized language models, respectively. The use
of models of different sizes also allows us to appreciate the impact
of the number of parameters on classification performance. We
thus believe that our experimental setup captures representative
models that are widely available, cover different use cases, and are
expected to differ in performance, providing a meaningful basis for
our investigation. Of course, our study could be readily extended
to more LLMs with additional engineering effort.

2.2.2 Prompt Design. The design of our prompts for LLMs follows
established prompt engineering practices. In particular, we employ
persona assignment to enhance task adherence and focus [39], as
well as one-shot prompting [10] to improve response accuracy by
providing a single, well-defined example of the desired output.
We consider two different prompt types: one where the LLMs are
just provided with the website URLs and one where the LLMs
are also fed the screenshots of the website homepages. We rely
on screenshots rather than raw HTML documents, since state-of-
the-art LLMs are multimodal and can readily process images. By
contrast, providing HTML as input to LLMs requires additional
care: HTML pages are often too long to fit within prompt limits,
and deciding which HTML elements to prioritize is far from trivial
and may depend on the specific website classification task.

2.2.3 Measurement Setup. When performing web measurement
tasks, we visit the landing page of each domain from within an aca-
demic network using a lightweight crawler built on Playwright [36],
that relies on the Chromium browser running in headful mode. Each
domain is accessed through a fresh browser instance with a clean
profile, and we allow 10 seconds for the page to load before perform-
ing any required interaction. Finally, we ground our investigation
on the Tranco list generated on 06 April 2025 [1].

3 Website Classification
Herewe review existing work onwebsite classification, in particular
in the field of web measurements, and we identify three case studies
that we investigate in our research.

3.1 Literature Review
Website classification is a broad research area, appealing to different
audiences and communities. Since the goal of our work is explor-
ing the use of LLMs to support web measurements, we restrict
the focus of our literature review to measurement papers and we
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Table 1: Website classification tasks in web measurements.

Classification Example Applications

By category

Analysis of governmental websites [25, 42, 43]
Privacy analysis of pornographic websites [49]
Social studies and disinformation [44, 55]
Breakdown results by website category [35, 45]

By country Compliance with privacy regulations [17, 38]

By functionality Identify websites with a private area [5, 6, 22]
Identify websites with SSO access [7, 18]

identify those requiring (or making use of) some form of website
classification. Our methodology consists of the following steps:

(1) We extract from DBLP all the papers published from 2018
to 2024 at the major academic conferences in the follow-
ing fields: computer security (IEEE S&P, NDSS, ACM CCS,
USENIX Security), privacy (PETS), Internet measurements
(IMC) and the Web (WWW and WebSci).

(2) We filter papers so as to only keep those that are most likely
to present a web measurement. To do this, we first identify
as potential candidates all the papers including a case insen-
sitive match for the sub-strings “web” or “measur” in their
title. When DBLP lists sessions or tracks for conferences,
we also consider papers falling in the web security and web
privacy categories as potential candidates. Finally, we read
the abstract of the candidate papers to identify those actually
performing a web measurement.

(3) We inspect the matching papers to determine whether their
web measurement involves any website classification step.

Our methodology identified 89 measurement papers published
at the surveyed top venues, including 38 papers performing some
form of website classification in at least one experiment (43%). At
a high level, we observe that several papers rely on website clas-
sification to create new datasets, which are essential for drawing
the primary conclusions of their study. For example, they are only
interested in specific website categories [25, 42, 49] or they clas-
sify websites by country to check compliance against local privacy
regulations [17, 38]. The other papers instead perform website clas-
sification as a complementary part of a broader analysis, e.g., they
check whether specific website categories are correlated with the
security or privacy aspects under study [18, 22, 45]. The main web-
site classification tasks identified in the web measurement literature
are reported in Table 1, along with a few representative papers for
the different tasks.

3.2 Case Study Selection
Based on Table 1, we select key classification tasks to evaluate the
capabilities of LLMs in supporting targeted web measurements.

3.2.1 Governmental Websites. Prior research analyzed relevant pri-
vacy risks for citizens associated with e-government practices [25,
42, 43]. We consider the automated detection of governmental web-
sites as a first task to test the classification power of LLMs for mul-
tiple reasons. First, the importance of the topic: e-government is

becoming more widespread nowadays, thus drawing attention from
the research community in the last few years. Moreover, previous
studies crucially relied on the creation of datasets of governmental
websites, which can be effectively used as a starting point for a
systematic evaluation of the classification performance of LLMs. It
is worth noticing that constructing these datasets is challenging, be-
cause many governmental websites are not hosted under dedicated
top-level domains like .gov [25], meaning that the semantic under-
standing of LLMs can be helpful for their identification. Finally, the
detection of governmental websites can be interpreted as a binary
classification task (governmental vs. non-governmental), which is
typically regarded as a baseline task in automated classification.

3.2.2 Website Country. Prior privacy studies analyzed website
compliance with local privacy regulations [17, 38]. This requires
associating websites with the country of their primary target audi-
ence, e.g., the GDPR imposes specific regulations on all websites
offering services in the European Union. Unfortunately, classifying
websites based on the country of their primary target audience is far
from a simple task and prior work leveraged ad-hoc heuristics, e.g.,
by inferring the country from the top-level domain of the analyzed
websites [38]. For instance, ebay.co.uk is labeled as a British website
according to this methodology. LLMs can serve as an effective tool
for the automated identification of the country where a website
primarily operates, even when the top-level domain provides no
useful information. This naturally leads to a multiclass classification
task of particular interest to the web privacy community.

3.2.3 Website Category. Multiple studies rely on website catego-
rization out of necessity (because they carry out targeted measure-
ments, e.g., [49, 55]) or just to provide complementary insights (they
break down analysis results by website category, e.g., [35, 45]). Tra-
ditional approaches to website categorization broadly fall into two
categories. On the one hand, we have annotated website datasets
like DMOZ / Open Directory Project [20], Yahoo Directory [53], and
the already mentioned Alexa ranking. Most of these datasets have
been discontinued and are no longer maintained, hence they cannot
be used to meaningfully categorize today’s websites. On the other
hand, we have online website classification services such as McAfee
SiteAdvisor [34], Virus Total [50], and Cloudflare Radar [14]. These
commercial services normally require premium access or put re-
strictions in their terms of service that complicate their adoption at
scale. Additionally, they rely on fixed taxonomies that may provide
insufficient granularity for specific web measurement studies. This
state of affairs supports the case for LLMs as a convenient and
widely available website categorization service, offering a great
deal of flexibility with respect to the categories of interest.

3.2.4 Exclusions. In this work, we do not focus on the detection
of private areas and SSO access in existing websites, as this can be
automated using web crawlers designed to detect registration and
login pages at scale [5, 6, 22, 27]. We believe that enhancing such
crawlers with LLMs could improve accuracy, however this falls out
of the scope of our investigation. Recent work on the use of LLMs
for web crawling [46] may be inspiring for this line of research.
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Table 2: Dataset statistics.

Dataset #Instances #Classes

Governmental 8,140 2
Countries 2,466 22
Categories 7,000 14

4 LLMs for Website Classification
A systematic assessment of the performance of classifiers requires
the availability of high-quality datasets that are correctly labeled
and represent all classes of the problem at hand. In this section, we
create benchmark datasets for different classification tasks starting
from existing work.We then report on the performance of the tested
LLMs on our benchmark, complementing quantitative measures
with a qualitative analysis of the results.

4.1 Benchmark Construction
We start by rigorously assessing the quality of existing datasets
and understanding the details of the underlying classification tasks,
which is important both to construct benchmarks supporting a
principled experimental evaluation and to design prompts for LLMs.

Since our primary goal is assessing whether LLMs can support
web measurements, which are normally performed on live websites,
our dataset contains just websites that are correctly accessible using
a standard web browser at the time of our experiments. This allows
us to perform a careful validation of the actual website classes by
accessing themwhen needed.We do not further stress this technical
detail in the subsequent description and we often leave it implicit
so as to maintain readability. Table 2 reports statistics about the
constructed datasets, which we present in the following.

4.1.1 GovernmentalWebsites. To test LLMs on the task of detecting
governmental websites, we started from the dataset by Gotze et
al. [25]. Their dataset was created by visiting the official webpage
of the government of different countries and collecting all the links
to ministries and agencies that were listed therein. In particular,
their study focuses on those websites that are “associated with a
domain that is registered and used by a national government” [25].
Unfortunately, this simple definition does not seem to fully reflect
the actual nature of the dataset, which complicates its validation.
For example, the dataset includes https://laeggs.com/, which is the
website of the Louisiana Egg Commission in the United States.
Although not directly managed by the U.S. federal government, it is
operated by the Louisiana Department of Agriculture and Forestry
and serves an educational service by informing consumers about
the nutritional value of eggs and egg products.

To better understand the quality of the dataset in [25], we re-
viewed the original paper and proposed the following revised defini-
tion of governmental website for label validation: “a governmental
website is an official online platform created and maintained by a
government entity, or an organization significantly controlled or
owned by a government. A primary goal of a governmental website
must be to deliver government services, such as announcements,
communication, exchange of information, and point of service to
its citizens”. This definition extends the notion of governmental

website to those websites that are managed by any entity with
strong connections with a national government, while it enforces
the additional restriction that the website must deliver some ser-
vices to the citizens. These choices are in line with the goals of the
original study, which aims at understanding the privacy risks of
e-governance as a point of interaction with useful services available
to a wide audience of citizens [25].

To confirm the correctness of our revised definition, we sampled
a random subset of 200 websites from the original dataset [25] and
manually confirmed that our definition correctly captures 183 of
them (92%), while the original definition just covers 138 websites
(69%). As for the 17 cases that were not yet captured by our revised
definition, we observed that 16 are false positives of the original
dataset (these websites do not appear to be governmental in any
substantive sense). This shows that the original dataset largely
reflects a meaningful definition of governmental website, with a
true positive rate of 92%, hence it can serve as a reliable source of
governmental websites in our benchmark construction.

To properly assess whether LLMs can actually distinguish gov-
ernmental from non-governmental websites, we constructed a bal-
anced dataset that assigns equal weight to both classes. Our bench-
mark includes the 4,070 governmental websites from the original
dataset [25] that are still accessible nowadays and a random subset
of 4,070 websites from the Tranco list, which are not hosted under
a known governmental top-level domain, e.g., .gov. To confirm the
correctness of this random sampling, we accessed a subset of 200
websites from the sampled set and confirmed that 197 of them (99%)
were indeed non-governmental as expected.

4.1.2 Website Country. To test LLMs on the task of detecting web-
site countries, we constructed a new dataset of websites associated
with the country of their primary target audience. In particular, we
started from the methodology by Ogut et al. [38], who performed
this association just by using the website top-level domain. Simi-
larly, we randomly sampled 100 websites from Tranco for each of
the 20 country-specific top-level domains (the 13 of the original
study and 7 others), leading to an initial dataset of 2,000 websites
from 20 classes. To confirm the quality of this labeling process, we
randomly sampled 200 websites from the dataset and confirmed
that 191 cases (96%) were labeled with the correct country.

Of course, websites hosted under generic top-level domains like
.com and .net cannot be labeled using this simple methodology,
which significantly complicates country attribution in large-scale
measurements. Websites under a generic top-level domain would
benefit from the semantic understanding of LLMs for an effective
classification. Hence, to better capture the complexity of the clas-
sification task, we extended the initial dataset by sampling 500
random websites from Tranco hosted under four generic top-level
domains (.com, .net, .org, and .io). This is five times the number of
websites sampled for each of the chosen countries, thus reflecting
that websites with a generic top-level domain are more common
than others. We manually assigned labels to these websites, using
the “international” label to denote those targeting a global audience
rather than users from a single country. Out of the 500 classified
websites, 221 (44%) serve an international audience, 120 (24%) target
an American audience, while the other 159 (32%) are fragmented
across 38 countries. We then filtered out websites associated with

https://laeggs.com/
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extremely underrepresented countries with fewer than 10 instances
each, where it would be impossible to compute any representative
performancemeasure. The final dataset thus includes 2,466 websites
from 22 classes, with the “international” class being roughly twice
as large as the others. The subset of 466 websites with a generic
top-level domain is particularly challenging to classify and subject
to careful scrutiny in our experimental evaluation.

4.1.3 Website Category. To create our benchmark dataset, we lever-
aged the curated snapshot of the Curlie dataset by Lugeon et al. [33]
and its 14 website categories. Curlie is a community-driven succes-
sor of DMOZ, inheriting its taxonomy and URLs while providing
ongoing updates. Lugeon et al. performed a careful curation of a
snapshot of Curlie to ensure appropriate data cleaning and label
consistency within the community-contributed dataset, hence we
take advantage of their effort in our research. The original snap-
shot includes around 90,000 websites, each labeled with a set of
categories. Since we do not want to prioritize any category over the
others and we consider all of them as equally important in practice,
we created a balanced dataset of 7,000 websites by considering just
the 86,680 websites with a single category (98%) and picking 500
websites at random for each of the 14 categories.

4.1.4 Label Noise. Although we carefully assessed the quality of
the created datasets, primarily by manual validation, we acknowl-
edge that some websites may have been labeled incorrectly. For
example, we mentioned that the governmental websites dataset
we start from [25] may contain some false positives (we estimated
its true positive rate at 92%). Also, the country of a website may
not always coincide with the country of its top-level domain (we
estimated the accuracy of this heuristic at 96%). Finally, Lugeon et
al. [33] observed that the Curlie dataset for website categorization is
largely correct, but not exhaustively labeled, because contributors
often select only one among all the relevant categories, e.g., the site
of a football magazine may be labeled just as Sport or News.

Our adoption of existing datasets and methodologies, comple-
mented by manual labeling and validation, gives strong assurance
that our performance evaluation is representative, because the
amount of label noise is estimated to be relatively small. To further
reduce the impact of label noise, after evaluating the performance
of LLMs on our datasets, we investigate the prediction errors of
the best-performing model to identify cases where the labels of
our datasets may have been wrong, and we perform a qualitative
analysis of the findings to better understand performance.

4.2 Classification Performance
Now that we have curated datasets for the different classification
tasks, we are ready to assess whether LLMs are effective on them.

4.2.1 Preliminaries. The general structure and an example of the
prompts provided to the LLMs are reported in Appendix A. We
note that we ask LLMs to provide two categories in output for the
Categories dataset and we consider the output to be correct if and
only if any of the two predicted categories matches the category
reported in our dataset. The reason is that the Curlie dataset we
start from is not exhaustively labeled, hence even a perfect classifier
that always predicts a relevant category may be unduly penalized
by missing website categories [33].

We use two standard performance measures: accuracy andmacro
F1 score. Accuracy, defined as the ratio of correct predictions to the
total number of predictions, provides an overall measure of classi-
fier performance on balanced datasets. For unbalanced datasets, the
F1 score is commonly used; it is defined as the harmonic mean of
precision and recall, thereby combining both aspects into a single
metric. The macro F1 score extends this concept to the multiclass
classification setting by computing a per-class F1 score and aver-
aging them, thus giving each class the same weight. This way, we
can assess whether performance degrades substantially on specific
classes. Results of our experiments at a glance are shown in Table 3.

4.2.2 Governmental Websites. All the tested LLMs show good to
excellent performance on the Governmental dataset, even when us-
ing URLs alone. The most accurate is Gemini, reaching an accuracy
and a macro F1 score of 0.93 when having access to the screenshots,
a small improvement over the use of URLs alone (+0.02 for both
measures). All the tested models correctly classify at least 85% of
the websites, with no significant performance differences between
classes or between the two types of errors, as shown by the macro
F1 score being very close to the accuracy. The inclusion of screen-
shots also benefits Llama and Gemma, both of which achieve an
accuracy and a macro F1 score of 0.88 and 0.90, respectively, thus
showing that self-hosted LLMs can also be highly effective for the
classification task at hand.

We manually investigated a random subset of 20 websites appar-
ently misclassified by Gemini to better understand our results from
a qualitative perspective. As it turns out:

• 8 classification errors are clear-cut, because there is clear
evidence that Gemini was wrong. Five of these errors come
from university websites that Gemini incorrectly flagged
as governmental, meaning they can likely be fixed through
prompt engineering, i.e., by instructing Gemini that most
universities are not significantly run by governments.

• 6 websites (3 governmental and 3 non-governmental) were
incorrectly labeled in our dataset. This shows that Gemini
can be even more precise than manual labeling and can be an
effective tool for label validation. In particular, the amount of
label errors in the sampled subset (30%) is significantly higher
than the percentage of label errors previously estimated in
the Governmental dataset (less than 8%), meaning Gemini
can help target label validation efforts.

• 6 websites are in a gray area that is difficult to assess even for
human evaluators. Most of these cases are associated with
organizations where a national government has (or had)
some share, but it is difficult to judge its actual involvement.

4.2.3 Website Country. All the evaluated LLMs achieve good to
excellent performance also on the Countries dataset, even when
relying solely on URLs. The best-performing LLM is again Gemini,
with an accuracy of 0.95 and a macro F1 score of 0.96 when using
URLs alone. In other words, 95% of the websites are correctly as-
signed to the country of their primary target audience and no class
appears to be excessively penalized with respect to the others.

Perhaps surprisingly, Gemini performs worse when provided
with screenshots alongside URLs: accuracy drops to 0.90 (-0.05)
and macro F1 score lowers to 0.92 (-0.04). The reason might be
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Table 3: Classification performance of different LLMs.

Dataset
URL alone URL + Screenshot

Accuracy Macro F1 Accuracy Macro F1
Gemini Llama Gemma Gemini Llama Gemma Gemini Llama Gemma Gemini Llama Gemma

Governmental 0.91 0.87 0.86 0.91 0.87 0.85 0.93 0.88 0.90 0.93 0.88 0.90
Countries 0.95 0.86 0.89 0.96 0.90 0.92 0.90 0.90 0.90 0.92 0.93 0.92

Generic TLD 0.72 0.50 0.44 0.61 0.50 0.54 0.77 0.59 0.49 0.78 0.63 0.73
Categories 0.77 0.70 0.74 0.77 0.70 0.73 0.76 0.60 0.64 0.76 0.60 0.65

that the URL itself is generally a strong predictor of a website’s
country, thanks to the presence of the top-level domain, hence
the screenshot might actually mislead the LLM. In contrast, by
including screenshots Llama’s and Gemma’s performance improves
as expected, e.g., Llama gains 0.04 in accuracy and 0.02 in macro F1
score.

Screenshots prove particularly useful when the classification
task becomes more challenging, i.e., if we focus on websites hosted
under a generic top-level domain. If we recompute the performance
measures over this subset, Gemini achieves an accuracy of 0.77
and a macro F1 score of 0.78 using screenshots, significantly bet-
ter than using URLs alone (+0.05 in accuracy, +0.17 in macro F1
score). Screenshots are thus fundamental for classification when
the top-level domain does not provide any useful information about
the website’s country, meaning the domain name is likely a weak
predictor by itself. Llama and Gemma also benefit from screenshots,
but their performance on the most challenging task remains insuf-
ficient, with accuracies of 0.59 and 0.49. In the end, our analysis
indicates that Gemini can reliably identify the country of a web-
site’s primary target audience even for generic domains, whereas
self-hosted LLMs struggle with this more challenging task.

To better understand the performance of Gemini, we sampled
a random subset of 20 websites hosted under generic top-level do-
mains that have been classified to an apparently incorrect country:

• 11 websites are international (resp. US-based), but Gemini
classified them as US-based (resp. international). Many are
hard to judge even for human experts, as company sites are
often in English, making it difficult to determine if they serve
a global audience, even after extensive crawling.

• 5 websites are borderline cases, challenging even for human
experts. For example, two websites host Hindi movies but
have English interfaces, making the primary target audience
unclear (human label: IN, Gemini label: international). In
two cases, Gemini labeled websites with the country of the
company owning them. While the primary markets are na-
tional, some services are also available internationally (as
reflected by the human label).

• 4 websites have been classified by Gemini to a factually
wrong class. In three of these cases, Gemini incorrectly as-
signed the “international” label.

Generalizing on the patterns identified in our sample, we ob-
serve that 29 of the total prediction errors occurred because Gemini
classified international websites as US-based, while 31 of the total
prediction errors happened because Gemini incorrectly flagged a
local website as international. These two categories represent 50%

of the total number of prediction errors. Notably, these misclassi-
fications often highlight cases that are inherently challenging to
discriminate even for human evaluators (see the discussion above).
This suggests that, in practical terms, Gemini’s performance is likely
better than raw error counts might indicate, as the model success-
fully handles the majority of clearly distinguishable instances.

4.2.4 Website Category. The best-performing LLM on the Cate-
gories dataset is again Gemini, with an accuracy and a macro F1
score of 0.77 when using URLs alone. This means that in over three
quarters of the websites, the correct category appears within the
model’s two best predictions, with no category overly penalized
compared to the others. If Gemini is asked to return a single cat-
egory per website, its accuracy and macro F1 score drop to 0.64
and 0.63, suggesting that asking for just one category is relatively
unlikely to return the label available in our dataset. This is expected
because the Curlie dataset is under-labeled and misses relevant
categories [33]. Llama and Gemma also show reasonable perfor-
mance, with accuracies of 0.70 and 0.74 and macro F1 scores of 0.70
and 0.73, respectively, when using URLs alone. This shows that
self-hosted LLMs can also be effective for website categorization.

Including screenshots in the prompt does not improve the clas-
sification performance of the tested LLMs and may even penalize
them. For example, Gemma loses 0.10 in accuracy and 0.09 in macro
F1 score when given access to screenshots, suggesting that the
URL may provide a more reliable signal than visual content for
website categorization. This is likely because URLs activate knowl-
edge about specific domains acquired during pre-training, while
screenshots may introduce noisy or irrelevant visual information.

Finally, to better appreciate the actual performance of our best-
performing model (Gemini), we sampled a random subset of 20
websites that have been assigned to apparently wrong categories.
We observed that Gemini was factually wrong just in 6 cases, while
in the other 14 cases the categories predicted by the model were
just not reflected in our dataset. In most cases, both the categories
predicted by Gemini were relevant in practice.

5 LLM-Assisted Web Measurements
In the previous section, we evaluated the effectiveness of LLMs for
website classification on our benchmark datasets. Still, this does
not yet show to what extent LLMs can provide effective support for
web measurements in practice. Here we close this gap by leveraging
our best-performing LLM (Gemini 2.5 Flash) as the backbone of
selected web measurements, whose results we carefully review to
assess the correctness of the drawn research inferences.
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5.1 Privacy Risks of Single Sign-On
We start by exploring the privacy risks of SSO. Dimova et al. [18]
presented a tool to assess such risks in existing SSO deployments
and used it to measure their prevalence in the wild. The tool detects
the presence of SSO on websites, identifies the available identity
providers, and extracts the scopes requested during authentication,
i.e., the type and amount of user information a website requests.
A scope is considered minimal when it includes only the neces-
sary information required for a given identity provider, and a web-
site mitigates privacy risks when it consistently requests minimal
scopes. As a part of their study, Dimova et al. [18] further reported
a breakdown of the websites minimizing privacy risks (in terms of
requested scopes) across different website categories. This work
is a good example of how website categorization can complement
web measurements by uncovering correlations between website
categories and privacy/security best practices. For website classi-
fication, the study relies on the commercial McAfee SiteAdvisor
tool [34], which is freely available for occasional individual use but
not intended for large-scale analyses under its terms of service.1

We replicate the study performed by Dimova et al. about the
privacy risks per website category using Gemini, to understand
if LLMs can help in drawing similar inferences. In particular, we
downloaded the original dataset by Dimova et al. along with its
website categories from SiteAdvisor and reassigned the categories
using Gemini. For simplicity and readability, our analysis covers just
the 10 most popular categories in the dataset, accounting for 2,912
websites from the original study (47%). Note that the categories
assigned by SiteAdvisor are different from those available in the
Curlie dataset considered in Section 4, hence our prompt for Gemini
was adapted accordingly. Moreover, we instructed Gemini to assign
only one label per website. Recall that in Section 4.2.4 we requested
two labels from Gemini to compensate for the underlabeling of
Curlie, while, in this case, requiring a single label allows us to be
coherent with the categorization provided by SiteAdvisor.

Figure 1 compares the results of the privacy analysis using the
original SiteAdvisor classification and the Gemini classification. As
it turns out, the privacy inferences are nearly identical for the two
classification tools across the vast majority of the categories. For
example, the difference observed in the Forum/Bulletin category
amounts to 1.4%, where websites requesting minimal scope amount
to 72.0% and 70.6% according to Gemini’s and SiteAdvisor’s classi-
fication, respectively. The largest observed discrepancy between
the two categorizations, and arguably the only notable one, is 8.2%
for the Blogs/Wiki category. However, this difference does not sig-
nificantly affect the overall conclusions of the analysis, because
Blogs/Wiki still ranks among the last two categories in terms of
the percentage of websites requesting minimal scopes. This result
confirms that a commercial website classification service can be ef-
fectively replaced by a general-purpose LLM, provided it is properly
instructed about the semantics of the target categories.

To further assess the consistency of the inferences that can be
drawn using LLMs for website categorization, we conduct an ad-
ditional experiment focusing on the two most popular identity
providers in the dataset, i.e., Google and Facebook. Precisely, we
compare the percentage of websites requesting minimal scopes

1Dimova et al. likely relied on SiteAdvisor under a large-scale use agreement [34].

Figure 1: Percentage of websites with minimal scope by cate-
gory, comparing SiteAdvisor and Gemini classification.

across categories for these providers, using both Gemini’s and
SiteAdvisor’s classifications. This way, we can evaluate if the LLM-
based categorization leads to similar privacy-related conclusions
when the analysis is centered on identity providers rather than
on websites alone. The results again confirm that the conclusions
derived from both classifications are consistent. Detailed results
are reported in Appendix B.

5.2 Privacy Analysis of Governmental Websites
Previous work explored the privacy risks of e-government practices
by analyzing the cookies set by governmental websites [25, 42]. A
significant challenge of these studies is the construction of an ad-
hoc dataset of governmental websites for the measurement task.
This process lacks standardized grounds and prior work relied on
seeds of known governmental websites to identify more websites to
include in the dataset by means of web crawling. We here explore to
what extent the adoption of LLM-filtered versions of the Tranco list
may allow performing representative web measurements, leading
to similar conclusions to those observed on a carefully constructed,
ad-hoc dataset of governmental websites. This task is much more
ambitious than what we explored in the previous case study, where
we used Gemini just to label an existing dataset rather than to
construct a new dataset from scratch.

Concretely, we select the top and bottom 100k websites from the
Tranco list to build an initial website dataset spanning a wide popu-
larity range, and then apply Gemini to filter out non-governmental
sites. To determine whether the resulting dataset is representative
and allows one to draw meaningful research inferences, we use it
to perform a privacy analysis by measuring the prevalence of third-
party cookies set by known trackers on governmental websites,
based on the Disconnect list [19]. We then compare our results
against those obtained on two independent, ad-hoc datasets of gov-
ernmental websites [25, 43] using the same analysis methodology.2

Results are shown in Figure 2, where we report the percentage
of governmental websites with at least one third-party cookie set
by a known tracker for different countries. We note that the figure

2We cannot compare also with the dataset of [42] because it is not publicly available.
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Figure 2: Percentage of websites with third-party trackers by
country in the three datasets.

includes just the seven countries where we found at least 100 gov-
ernmental websites in all three datasets, otherwise numbers would
be too small to observe any meaningful trends. The experiment
shows that the conclusions drawn using our LLM-filtered version
of Tranco are accurate, because they are close to those observed
on two independent, curated datasets of governmental websites.
The largest observed difference between any two datasets is for
Italy, with a percentage gap of around 4%. In particular, the lowest
percentage of governmental websites including third-party cook-
ies from known trackers is 6.9% in our dataset, which is aligned
with the 7.0% observed in the dataset of [43], but differs from the
11.0% estimated on the dataset of [25]. We consider this result
quite positive: specific differences across datasets are expected, be-
cause they include different sets of websites - indeed, also the two
datasets [25, 43] that have not been constructed using LLMs are
not perfectly aligned and particularly differ on Italy. Nevertheless,
the gap between 6.9% and 11.0% is sufficiently small to support the
conclusion that roughly one in ten governmental websites in Italy
includes third-party tracking cookies. Observed differences across
datasets for other countries are even smaller than this, meaning
that privacy trends can be reliably measured for all countries where
we have enough governmental websites to analyze.

Since the tracking ecosystem has been changing over the last
years, with trackers relying less on third-party cookies given the
improved privacy protections available in web browsers [37], we
performed a second experiment to better appreciate other privacy
trends measurable in our dataset. Concretely, we extracted all the
script tags available in the body of the HTML documents accessed in
our measurement and used the Disconnect list to identify the most
prevalent (first-party) trackers for each country. Our analysis shows
that all three datasets support similar conclusions, with the top five
trackers for each country being roughly the same, sometimes even
in the same relative order of popularity. The highest similarity is
observed for the US, where the four most popular trackers have
identical relative rankings across datasets, while the lowest occurs
for France and Italy, where the sets of top trackers computed on the
different datasets share three common elements, but their relative
order is not preserved. For all the other countries, the datasets agree
on at least three top trackers and partially preserve their relative
order. Detailed results are reported in Appendix C.

6 Related Work
Web measurements are popular in the security and privacy com-
munities to understand the current state of the Web. Security
measurements have been performed to assess the adoption and
configuration of important HTTP headers, like Content Security
Policy [11, 52], HTTP Strict Transport Security [28], X-Frame-
Options [12] and Cross Origin Resource Sharing [13]. Other work
instead measured the prevalence and impact of significant web
vulnerabilities, such as cross-site scripting [30], cross-site request
forgery [47] and web cache poisoning [31]. In the privacy field,
web measurements largely focused on cookies [2, 23], browser fin-
gerprinting [29] and compliance with privacy regulations [17, 38].
As noted in Table 1, several measurement studies involved some
form of website classification either as a fundamental component
of the study or to provide a complementary perspective on specific
website categories. We are not aware of any methodological study
on how LLMs can serve web measurements at the time of writing.

Website classification is also an important task [41], appealing
to different communities. While some research focuses on general
classification tasks [33, 54], most of the works in the web security
field focus on the effective detection of malicious activity, such as
fraudulent e-commerce pages [9], phishing websites [32] and other
types of malicious web pages. The main goal of this line of work
is to improve the performance of existing detection approaches,
rather than measuring the prevalence of malicious websites in the
wild. We expect that LLMs can be successfully applied to this field
as well, however the focus of our paper is investigating the use of
LLMs as a useful support for web measurement studies.

Finally, LLMs have been recently applied to web crawling [46].
In this field, LLMs are used to process web pages after extracting
semantic information from them, to improve crawling coverage and
trigger complex interactions. This ability of LLMs can certainly be
useful in web measurements, given the importance of the crawler
on research inferences [3]. However, this line of research is orthog-
onal to our work, which instead focuses on the ability of LLMs to
effectively perform website classification.

7 Conclusion
In this paper, we addressed the challenge of creating labeled datasets
for targeted web measurements by proposing the use of LLMs for
automated website classification. Traditional manual or heuristic-
based labeling is often not scalable and can be inaccurate, while we
showed that LLMs provide a robust alternative. We first reviewed
existing web measurement studies to identify common website
classification tasks. Then, we introduced a curated benchmark for
key classification tasks and evaluated three LLMs on it, observing
that they can effectively classify websites. Finally, we applied LLMs
to support two targeted web measurements, leveraging community
standards such as the Tranco list and obtaining results consistent
with prior studies. Our findings demonstrate that LLMs are a ver-
satile and powerful tool for web measurement research, enabling
accurate and scalable analyses with minimal manual effort.

In future work, we would like to apply LLMs also to identify
relevant websites and web pages to analyze for the specific security
or privacy measurement at hand. Moreover, we plan to enhance
LLM performance on website classification by exploring how to
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employ fine-tuning [51] and in-context learning [21], since our
results already indicate that LLMs are accurate for this task but
there is margin of improvement.
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A LLM Prompts
In the following, we report the overall structure used in our prompts,
along with an example of the prompt employed to categorize gov-
ernmental websites that also leverage screenshots.

You are a classifier used to categorize websites into govern-
mental and non-governmental websites. A governmental
website is an official online platform created and main-
tained by a government entity, or an organization signif-
icantly controlled or owned by a government. A primary
goal of a governmental website must be to deliver govern-
ment services, such as announcements, communication,
exchange of information, and point of service to their cit-
izens. You are used by a research team conducting web
measurements. You will be given a list of websites. For each
website:

• Identify whether the website is a governmental web-
site or not based on our definition.

• If it is a governmental website also tell us the country
of the government.

• Do not modify the provided URLs.
• Use both the URL and its corresponding screenshot
to decide whether each website is governmental or
not.

• Do not excessively rely on the .gov TLD: although
this is likely a strong signal of governmental web-
sites, some websites are operated by governments,
but do not offer any services to citizens.

For example, https://www.pagopa.gov.it/ would be cate-
gorized as a governmental website, since it is run by the
Italian government and allows citizens to perform online
payments for governmental services.
Please analyze all websites and give an answer for all
of them. Reply with the following json format: ’<url1>:
gov_site: <true/false>, country: <country (provide only if
it a governmental website)>, <url2>: gov_site: <true/false>,
country: <country (provide only if it is a governmental
website)>, ...’ and nothing else. Here is the list of websites
together with their screenshot:

Above is the prompt used to categorize governmental websites,
which follows the techniques described in Section 2.2.2 and uses
the same structure that was used for all of our prompts. The prompt
starts with defining the LLM’s role (persona assignment [39]), fol-
lowed by the definition of what the LLM has to categorize. It then
provides a list of instructions, an example for reference (one-shot
prompting [10]), the desired output format, and the list of websites
(with screenshots if required) to be categorized. The full list of
prompts used can be found in our online repository [8].

B SSO IDPs
Figure 3 reports the percentage of websites requesting minimal
scopes for the two most popular identity providers in the dataset by
Dimova et al. [18], i.e., Facebook and Google, grouped according to
the categories assigned by Gemini and SiteAdvisor. For simplicity

(a) Facebook

(b) Google

Figure 3: Percentage of websites with minimal scope by cate-
gory for the two most popular IDPs.

and readability, we focus on the 10 most common categories in the
dataset. We select these two identity providers because they include
a sufficient number of websites per category to observe meaning-
ful trends. The results indicate that the percentage of websites
requesting minimal scopes across identity providers and categories
is closely aligned when adopting the website classification oper-
ated by the two different tools, revealing consistent privacy trends.
In particular, at least 95% of websites (for Facebook) and 86% (for
Google) request minimal scopes across all categories, regardless of
the tool used for website categorization.

C First-Party Trackers
Table 4 reports the most popular first-party trackers observed for
different countries in three different datasets of governmental web-
sites. Entries in bold mark cases where a tracker occurs in the same
position in all datasets, while entries in italics mark cases where
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Table 4: Popular script trackers by country.

Country Rank Gemini dataset Gotze et al. [25] Singanamalla et al. [43]

AU

1 .google.com .google.com .google.com
2 .cdn.jsdelivr.net .cdn.jsdelivr.net .cdn.jsdelivr.net
3 .recaptcha.net .unpkg.com .unpkg.com
4 .siteimproveanalytics.com .recaptcha.net .siteimproveanalytics.com
5 .unpkg.com .siteimproveanalytics.com .recaptcha.net

BR

1 .cdn.jsdelivr.net .unpkg.com .cdn.jsdelivr.net
2 .google.com .google.com .google.com
3 .unpkg.com .cdn.jsdelivr.net .unpkg.com
4 .youtube.com .youtube.com .youtube.com
5 .gstatic.com .bing.com .gstatic.com

FR

1 .cdn.jsdelivr.net .cdn.jsdelivr.net .google.com
2 .google.com .unpkg.com .cdn.jsdelivr.net
3 .unpkg.com .google.com .unpkg.com
4 .hcaptcha.com .siteimproveanalytics.com .youtube.com
5 .youtube.com .siteimproveanalytics.com

GB

1 .cdn.jsdelivr.net .cdn.jsdelivr.net .cdn.jsdelivr.net
2 .google.com .google.com .google.com
3 .unpkg.com .unpkg.com .siteimproveanalytics.com
4 .gstatic.com .youtube.com .unpkg.com
5 .googleadservices.com .recaptcha.net .gstatic.com

IN

1 .cdn.jsdelivr.net .cdn.jsdelivr.net .cdn.jsdelivr.net
2 .google.com .google.com .google.com
3 .jsc.mgid.com .unpkg.com .gstatic.com
4 .instagram.com .gstatic.com .unpkg.com
5 .unpkg.com .statcounter.com .instagram.com

IT

1 .google.com .cdn.jsdelivr.net .cdn.jsdelivr.net
2 .cdn.jsdelivr.net .google.com .unpkg.com
3 .unpkg.com .hcaptcha.com .google.com
4 .siteimproveanalytics.com .unpkg.com .youtube.com
5 .youtube.com .siteimproveanalytics.com .clarity.ms

US

1 .cdn.jsdelivr.net .cdn.jsdelivr.net .cdn.jsdelivr.net
2 .google.com .google.com .google.com
3 .siteimproveanalytics.com .siteimproveanalytics.com .siteimproveanalytics.com
4 .unpkg.com .unpkg.com .unpkg.com
5 .youtube.com .youtube.com .static.cloud.coveo.com

a tracker occurs in the top five positions of all datasets, but the
relative position is not preserved.
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