Formal Foundations of Trigger-Based Watermarking

Stefano Calzavara
Universita Ca’ Foscari Venezia
stefano.calzavara@unive.it

Abstract—Trigger-based watermarking aims to protect the
intellectual property of machine learning models by embedding
abnormal behavior that is activated only on specific trigger
inputs, while preserving performance on standard test data.
Although widely studied, current approaches to trigger-based
watermarking remain largely informal and empirical. In this
work, we introduce a formal framework for reasoning about the
security of trigger-based watermarking, and we propose rigorous
security definitions to evaluate existing schemes. Our analysis
reveals that many schemes rely on underspecified parameters
and flawed design assumptions. Notably, we demonstrate that
different security goals in watermarking can be in tension with
one another, and achieving a balance among them requires
careful design. Our principled analysis offers a way to resolve this
tension in practice. Experiments on existing schemes and public
datasets corroborate the relevance of our theoretical findings.

Index Terms—watermarking, machine learning, security

I. INTRODUCTION

Effective machine learning models are valuable assets,
because model training can be computationally expensive,
possibly requiring weeks of work even on dedicated hardware.
Moreover, the creation of high-quality datasets can be a major
challenge by itself, requiring several person-months across
data collection, cleaning and labeling. As a matter of fact,
once an effective machine learning model has been trained,
protecting its intellectual property is of paramount importance
to the legitimate model owner. The research community pro-
posed model watermarking as an effective solution to support
model ownership claims [1]], [2], [3]. Within the rich field
of model watermarking, trigger-based watermarking [4], [5l,
[6], [7], [8] has emerged as a particularly popular approach
due to its black-box nature, i.e., the model owner does not
have to access model internals, but can make model ownership
claims by checking the model output alone. The key intuition
of trigger-based watermarking is straightforward: the model is
trained so as to exhibit a peculiar behavior over a subset of the
data, called the trigger set. For example, an image classifier
may be trained over a trigger set including a specific visual
pattern, e.g., a blurry area of pixels in a corner, designed to
induce prediction errors. In this case, any image containing this
pattern may be incorrectly classified as the image of a cat, thus
evoking an unexpected behavior specific to the watermarked
model, which allows the model owner to claim their rights.

The research community proposed a wide array of trigger-
based watermarking schemes, differing in terms of the nature
of the watermark (a visual pattern, a secret signature, etc.), the
details of watermark embedding (training set modifications,
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design of custom training algorithms, etc.) and underlying
intuitions. At a high level, however, watermark verification
stays the same: the legitimate model owner supplies the model
with the trigger set and verifies compliance with respect to the
peculiar behavior that the watermarked model is required to
evoke. Unfortunately, understanding the security properties of
different trigger-based watermarking schemes is challenging,
because most work in the field is empirical in nature. There
is no unified framework defining formal security properties,
nor any effective way to reason about such properties. This
is problematic, because recent work showed that trigger-based
watermarking can be attacked [9]], [10], [11]]. In this work, we
fill this gap by performing the first formal security analysis
of trigger-based watermarking, which allows us to identify
the foundations underpinning this line of work and enable
principled reasoning about its security guarantees.
Contributions: We make the following contributions:

1) We present a formal framework that uniformly captures
existing trigger-based watermarking schemes from the
literature. Based on our framework, we introduce formal
security definitions capturing important requirements
of trigger-based watermarking and ensuring protection
against relevant attacks (Section |LI)).

2) We use our formal framework to reason about the
security of specific design choices adopted by existing
trigger-based watermarking schemes. By doing this, we
prove the insecurity of past empirical solutions and we
identify principled techniques to securely deploy trigger-
based watermarking (Section [[V).

3) We use selected trigger-based watermarking schemes
from the literature to train watermarked models over
public datasets and we apply our framework to show
that the empirical parameter choice advocated in prior
work is inappropriate, because it leaves room for attacks.
We then show that the use of our principled techniques
enables a sound parameter choice, which may enforce
security against different attackers (Section [V).

II. BACKGROUND

We first review some important prerequisite concepts.

A. Supervised Learning

Let X be a d-dimensional vector space of features from the
set {1,...,d}. An instance ¥ € X is a d-dimensional vector
(x1,2,...,24) representing an object in the feature space
X. Each instance ¥ € X is assigned its correct class label



y € Y by a target function 7 : X — ). The target function
is generally unknown, except for its value on specific sets of
instances (datasets) for which the correct class is known, e.g.,
as the result of manual labeling by human experts.

A supervised learning algorithm for a classification task
automatically learns a classifier (or model) M : X — Y
from a training set of correctly labeled instances Diyqin =
{{Z;, 7(Z;))}4, with the goal of approximating the target func-
tion 7. The performance of classifiers is normally estimated on
a test set of correctly labeled instances Dyest = {(Zi, 7(2:)) }4s
disjoint from the training set, yet drawn from the same data
distribution (noted Dyest ~ Dirain). For example, the standard
accuracy measure a(M, Dy.s;) counts the percentage of test
instances where the classifier M returns a correct prediction.

B. Trigger-Based Watermarking

Watermarking schemes for intellectual property protection
allow a legitimate model owner to prove the ownership of
a machine learning model unduly operated by an attacker,
e.g., because the attacker managed to steal the model from the
owner’s machine [[1]. We focus on trigger-based watermarking
schemes, where watermark creation forces the model to exhibit
an abnormal and unique behavior on a set of instances called
the trigger set. Watermark verification is black-box, i.e., the
legitimate model owner may prove ownership by means of
queries to the model and has no access to the model internals.

Formally, a trigger set is a collection of incorrectly labeled
instances Dirigger = {(Ziyv:) | ¥vi # 7(&i)}i, where the
watermarked model is required to show high accuracy. In
other words, “correct” predictions on the trigger set correspond
to specific types of prediction errors. High accuracy on the
trigger set is abnormal and specific to the watermarked model,
because machine learning models are trained to optimize
accuracy, hence, for any instance (Z;,y;) € Dirigger, @ NON-
watermarked model is much more likely to return the correct
label 7(Z;) than the incorrect label y; # 7(Z;).

Trigger-based watermarking schemes are defined in terms
of three main algorithms:

1) The trigger set creation algorithm TRIGGER(Dyyqin,w)
takes as input a training set Dy,.qi, and a watermark w to
produce a trigger set Dyyigger. The watermark uniquely
identifies the model owner by defining the abnormal
behavior that the model should expose on Dypigger t0
provide a proof of ownership, e.g., the model incorrectly
classifies cats as dogs. Different watermarking schemes
rely on different forms of w, define different trigger set
construction algorithms, and may use Dy,.q;,, differently.

2) The embedding algorithm EMBED(Diyqin,w) takes as
input a training set Dy,q;, and a watermark w to learn
a watermarked model M : X — ). Concretely, the
algorithm first invokes TRIGGER(Dy;.qin,w) to construct
a trigger set Dypjgq¢r and then trains the model M over
Dirain U Dirigger (or a subset of it). Specific details of
model training may vary across different watermarking
schemes, but the high-level intuition of the embedding

algorithm stays the same. The algorithm finally returns
the watermarked model M.

3) The verification algorithm VERIFY(M, Dicst, Dirigger)
takes as input a model M, a test set Dy (possibly
empty) and a trigger set Dyyig9¢r to determine whether
M contains the watermark or not. Note that the trigger
set used for verification purposes does not necessarily
coincide with the trigger set used in the watermark
embedding phase, €.g., Dy igqer may be generated using
instances from Dy ;. Intuitively, a watermarked model
should classify instances from D,., to their correct
labels and instances from Diyig4.- to their expected
labels as required by the watermarking scheme, thus
achieving high accuracy on both Dycs; and Dyyigger-

Note that, although quite general, this abstraction of trigger-

based watermarking does not cover all the existing schemes
in the literature. For example, it does not support schemes
where model ownership is proved by leveraging explanation
or interpretability signals rather than model outputs [12].

III. FORMAL FRAMEWORK

We here propose our formal framework for the security
evaluation of trigger-based watermarking schemes, which is
based on a generalized version of existing watermarking
verification algorithms proposed in prior work.

A. Modeling Watermark Verification

Our formal model specifically focuses on the inner workings
of the watermark verification algorithm, which are difficult
to appreciate based on the informal treatment of previous
work. Most watermarking schemes just query a model M over
instances of Dypjg4er and assume the watermark to be there
if and only if the number of correct predictions exceeds an
empirically set threshold [8], [6], [13]. The use of Dycs in
addition t0 Dyyigger 18 specific to the watermarking scheme
by Guo and Potkonjak [4]. In their scheme, the watermarked
model is required to show high accuracy on both Dy.s; and
Diyrigger» but the paper never clarifies the rationale and security
impact of this design choice. After all, it is the abnormal
behavior on the trigger set that enables watermarking and a
high accuracy on Dy, is not specific to watermarked models.

We here motivate a possible use of D,.;; and we discuss
how we reflect it in our formal model of the watermark verifi-
cation algorithm, based on the following rationale underlying
trigger-based watermarking schemes:

1) If M has high accuracy on both D;.y; and Dypigger,
then M is likely to be the watermarked model, hence
the verification process must return True.

2) If M has high accuracy on Dy, but low accuracy
on Dypigger, then M is unlikely to be the watermarked
model, hence the verification process must return False.

3) If M has low accuracy on Dy.s, wWe are in a con-
troversial case, because both watermarked and non-
watermarked models are expected to show high accuracy
on test instances. In this case, either somebody has
unexpectedly claimed ownership of a poor-performing



non-watermarked model, or the attacker has actively
altered the predictions of a watermarked model to evade
verification. Hence, we assume that verification is in-
conclusive and we require the verification algorithm to
return the special value L.

Our treatment differs from previous watermarking schemes,
because we are not aware of any work proposing the use of
three-valued logic for watermark verification. However, our
interpretation is consistent with the watermarking scheme of
Guo and Potkonjak [4]], because a low accuracy on D, leads
to a failure in watermark verification as they propose. The
choice of using L rather than False for this type of failures
clarifies that such cases are unexpected and fundamentally
different from cases where the model under verification shows
high accuracy on Dy, but low accuracy on Dyypigger, meaning
that the watermark is likely not present. This choice enables
subtler forms of reasoning in our formal definitions.

There is another delicate aspect to deal with to design a
general model of watermark verification. Most watermarking
schemes do not assume that the model owner commits to a spe-
cific choice of Dyess and Dyyigger Tor verification purposes, but
any other datasets from the same data distribution may be used
for watermark verification. For example, some watermarking
schemes are based on specific perturbations of test instances
leading to abnormal model predictions, e.g., the application
of a visual pattern to images [14]. The application of these
perturbations allows the construction of arbitrary new trigger
sets enabling watermark verification with high probability.

To support these cases, we model watermark verification as
a probabilistic algorithm sampling new datasets Dy, ; ~ Dyest
and Dy 00, ~ Dipigger for verification purposes. We model
this probabilistic behavior by means of an auxiliary function
CHALLENGE(M, D) that, given a watermarked model M
and a dataset D, returns a pair (D*, N*), where D* ~ D
is a dataset coming from a sampling process ensuring that
the probability that M performs a correct prediction on D*
is equal to a(M,D) and N* < |D*| defines the number
of correct predictions that M should perform on D* for a
successful watermark verification. The challenge function is a
modeling tool to represent that verification may be performed
on datasets different from Dyes; and Dypigger, yet drawn from
the same data distributions, where the model is expected to
show comparable performance.

In the end, our model of the verification algorithm
VERIFY (M, Dyest, Dirigger) first builds challenges (D5, N)
and <Dfm-gger,N ") from Dyes; and Dypgger respectively. The
model M is then used to classify all the instances in Dyerify =
Diest U Diigger: if the number of correctly classified test
instances exceeds the threshold IV, watermark verification suc-
ceeds if and only if the number of trigger instances classified
to their expected label as required by the watermarking scheme
exceeds the threshold N’. Pseudocode of our generalized
watermark verification algorithm summarizing the present
discussion is shown in Algorithm [T} Appendix [A] shows how
different trigger-based watermarking schemes can be encoded
in our framework, confirming its generality.

Algorithm 1 Watermark verification algorithm

: function VERIFY(M, Dyest, Dirigger)

(Df.sty N) + CHALLENGE(M, Diest)
N') <= CHALLENGE(M, Dirigger)
N')

1

2

3 < zrz‘gger’

4 return CLAIM(M, Dy g, N, Dy iggers
5: end function
6

7

8

: function CLAIM(M, Dj,,,, N, D;;

U
trigger? N )
n <0
9: n <0
10: Dverify — D:est U szm'gger

11: for (Z,y) € Dyerisy do

12: if M(Z) =y then
13: if (Z,y) € Dj,,, then
14: n+<n+1
15: else

16: n+n+1
17: end if

18: end if

19: end for

20: if n > N then

21: return n’ > N’

22: else

23: return |

24: end if

25: end function

B. Threat Model

We assume that the attacker may have illegitimate access
to the original watermarked model M, e.g., because they have
been able to steal it from the owner, or to some variant of
M, e.g., obtained through model extraction [15], [[16], [17] or
fine-tuning of the original model [18]], [19]], [11]. However,
we assume that the attacker does not know the watermark w
and the original trigger set Dy igger-

We assume that the attacker unduly operates the water-
marked model to offer services leveraging its classification
power to third parties, e.g., in exchange of economic incen-
tives, hence the legitimate model owner may be aware of this
inappropriate use and claim model ownership by watermark
verification. However, the attacker may be able to detect
watermark verification attempts and may actively try to make
model ownership claims fail. This conservative assumption is
important to reason about the security of the watermarking
scheme in the adversarial setting where the attacker unduly
operates the watermarked model (or some variant of it).

Finally, we suppose that the attacker has knowledge of
a representative number of correctly labeled test instances.
For simplicity, we just assume that the attacker knows the
original test set D;.s;, Which is expected to be a good proxy
of the actual test data within the standard machine learning
pipeline. Note that a significant amount of test data may
be publicly available online, e.g., through standard machine
learning repositories like UCI or Kaggle.



C. Security Properties

Existing trigger-based watermarking schemes make differ-
ent design choices, which are often informally motivated and
just empirically evaluated in practice. In this work, we are
concerned about the fundamental security impact of specific
design choices, hence we introduce formal security definitions.
Our definitions are probabilistic in nature and we use ¢ € [0, 1]
to denote the probability that the attacker successfully breaks
security, i.e., smaller values of ¢ provide better security
guarantees. We design our definitions to capture fundamental
properties that any trigger-based watermarking scheme should
satisfy, rather than addressing specific shortcomings of indi-
vidual schemes from the literature.

1) Verifiability: The first property we introduce is called
verifiability and enforces a lower bound on the probability
that watermark verification succeeds when it is performed
with the correct Dycg; and Dypigqe,-. Verifiability is important
because a non-verifiable watermarked model may not allow
the legitimate model owner to claim intellectual property, thus
rendering the watermark useless in practice.

Definition 1 (Verifiability). Let Dirain, Diest> Dirigger» W be
the datasets and watermark of the model owner respectively
and let M = EMBED(Dyqin,w). For a fixed 0 < e < 1, we
say that M is e-verifiable if and only if the probability that
VERIFY (M, Dyest, Dirigger) returns True is at least 1 — .

The definition does not predicate over the attacker, because
ensuring verifiability is just responsibility of the model owner
based on the model accuracy on Dieg¢ and Dipigger. Note that
verifiability assumes that the model owner does not consider L
as an acceptable output of watermark verification, because the
definition requires maximizing the probability that the output
is True, i.e., the model owner wants to ensure that D,.,; and
Dirigger are appropriate to prove model ownership.

2) Robust Verifiability: The second property we introduce
is called robust verifiability and is an extension of verifiability
to the adversarial setting, where the watermarked model (or a
variant of it) is unduly operated by the attacker as the result
of an intellectual property violation. Since the attacker unduly
operates (a variant of) the watermarked model M, they may
adapt their behavior to evade watermark verification. Since
watermark verification operates by submitting instances to
the model and checking the returned class predictions, we
formalize the attacker in terms of a probabilistic function
Apy @ X — Y in charge of returning class predictions for
the instances supplied during verification. The subscript M
denotes that the function can query M in its definition. Since
the attacker is modeled as a probabilistic function (in the
mathematical sense), its behavior is inherently stateless, which
simplifies the underlying probabilistic analysis, because all the
inputs of the function A, are treated as independent events.
Extending the technical treatment to stateful adversaries would
not invalidate the formal framework, but would require more
involved mathematical machinery, meriting a dedicated inves-
tigation that we leave to future work.

The intuition underlying robust verifiability is simple. In
our adversarial setting, the watermark verification procedure
invoked by the model owner does not interact with A but
with Ajs, and robust verifiability enforces an upper bound
on the probability that watermark verification fails despite the
interaction with the attacker.

Definition 2 (Robust Verifiability). Let Dirgin, Drests
Dirigger» w be the datasets and watermark of the model
owner respectively and let M = EMBED(Dyqin,w). For a
fixed 0 < ¢ < 1, we say that M is robustly e-verifiable
against the attacker A,; if and only if the probability that
VERIFY (Aar, Diest, Dirigger) returns False is at most .

Note that robust verifiability assumes that the model owner
may consider | as an acceptable output of watermark verifica-
tion, because the definition requires minimizing the probability
that the output is False. In other words, the model owner wants
to be sure that the attacker cannot conclusively evade their
legitimate ownership claims.

To better clarify the real-world implications of robust verifi-
ability, we now provide two examples showing that our simple
formalism is already expressive enough to capture different
relevant threats.

Example 1 (Watermark Suppression). Robust verifiability
naturally formalizes security against watermark suppression,
i.e., the informal property that the attacker should be unable
to evade watermark verification by suppressing the unusual
behavior evoked by the trigger set [1], [20], [8], [9]. Assume
that the attacker operates a stolen watermarked model M
and is aware of the risks of being detected through water-
mark verification. In this case, the attacker may actively try
to make watermark verification fail. In particular, for any
(Z,y) € Dyerify» the inner workings of watermark verification
(Algorithm (1)) substantiate the following observations:

o If (Z,y) € Dj., then y = 7(Z). In this case, the
attacker’s goal is returning y, because this increases
the counter n and maximizes the probability that the
verification algorithm does not return . Since water-
marked models are normally valuable assets providing
high accuracy on the test set, it is likely that M (%) = y,
hence an advantageous action may be returning M ().

o If (Z,y) € Djggers then y # 7(Z). In this case, the
attacker’s goal is returning some 3’ # y, because this does
not increase the counter n’ and maximizes the probability
that the verification algorithm returns False. Since the
attacker does not know the label y, because the trigger
set is secret, an advantageous action may be just returning

a random label y/’.

Based on this analysis, we can mitigate watermark sup-
pression by requiring robust verifiability against the attacker
Ay (Z) operating as follows:

1) The attacker tries to guess whether 7 is a test instance or

a trigger instance, with probability of success ¢ > 0.5.

2) If the attacker believes that & is a test instance, they

return M (Z).



3) If the attacker believes that & is a trigger instance, they
return a random label.

Example 2 (Model Extraction). Real-world attackers do not
necessarily steal a watermarked model M, but they may rather
learn a new model offering performance similar to M by
using techniques like model extraction [15], [16], [17]. In this
case, the attacker may not actively try to make watermark
verification fail, but rather the extracted model may differ
from the original model (especially on the trigger set) to the
point that its output does not enable watermark verification
anymore. We can reason about this scenario in our formal
model by requiring robust verifiability against the following
attacker Ajs(Z), which formalizes the variant of M obtained
through model extraction:

1) If Z is a test instance, then Aps returns M (%) with
probability ¢; and a random label with probability 1—g¢;.
2) If & is a trigger instance, then Aj; returns M (%) with
probability g and a random label with probability 1—gs.

The specific values of ¢; and g2 model how much the
extraction process preserved the accuracy of the original model
M on the test set and the trigger set respectively. An ideal
model extraction attack would have ¢; ~ 1 and ¢ ~ 0, leading
to a model preserving the accuracy of M on test instances,
while forgetting the intended behavior on trigger instances.

We observe that our treatment of model extraction attacks
is rather general in light of its abstract nature. Indeed, we
are not concerned with how the attack is carried out: we just
assume that the attacker operates a variant of the watermarked
model that might mask its abnormal behavior on the trigger
set. The same mathematical treatment thus naturally captures
model extraction, fine-tuning, parameter pruning or other types
of model changes that may affect watermark verification [9].

3) Unforgeability: The last property we introduce is
called unforgeability and concerns security against watermark
forgery, i.e., the informal property that the attacker should
be unable to forge a valid trigger set exposing some peculiar
model behavior enabling illicit ownership claims [1], [9], [41],
[21], [6], [22]. In other words, the attacker may unduly claim
ownership of a watermarked model M by executing watermark
verification with a forged trigger set D}, ., in place of the
original trigger set Dy44¢- 0f the legitimate owner. At the very
least, this would create ambiguous situations where it is hard
to discriminate between the real model owner and the attacker.
Unforgeability enforces an upper bound on the probability that
watermark verification succeeds when it is performed with the
original test set Dyes; (Which we assume to be known by the
attacker) and the forged trigger set D

trigger

Definition 3 (Unforgeability). Let Dirain, Diriggers Diest, w
be the datasets and watermark of the model owner respectively
and let M = EMBED(Dy.qin,w). For fixed 0 < e < 1and 0 <
k <1, we say that M is e-unforgeable despite k if and only if,

I'The use of the original test set here simplifies the definition and uniformly
models the fact that the attacker may have access to other test instances where
the watermarked model shows comparable accuracy.

for all the trigger sets D, ., such that a(M, D}, 0..) < K,
the probability that VERIFY (M, Dyest, D returns True

is at most .

Qrigger)

Since our formalism is general and abstracts from specific
details of watermarking schemes, the definition is not con-
cerned about how the attacker concretely forged D}, ... but
just assumes that the attacker is equipped with some Dj, ;..
such that a(M, D}, .,.) < k. The parameter &k defines how
much M exhibits the intended behavior on the forged trigger
set, with higher values of k providing additional power to
the attacker, i.e., proving unforgeability for higher values of &
provides better security guarantees.

Note that unforgeability assumes that the model owner
may consider L as an acceptable output of the verification
algorithm, because the definition requires minimizing the
probability that the output is True. In other words, the model
owner wants to be confident that the attacker cannot forge

conclusive ownership claims.

IV. FORMAL SECURITY ANALYSIS

We showed that our formalism is expressive enough to en-
code a range of existing watermarking schemes (Appendix [A)
and define relevant security properties. We now show that
our model enables useful forms of probabilistic reasoning
about the security of trigger-based watermarking schemes. We
first analyze each security property in isolation and we then
reconcile them within a unified framework in Section

A. Preliminary Assumptions

Trigger-based watermarking schemes should require a high
number of correct predictions on the trigger set (N’ in our
formalism). This intuitive fact is needed to provide statistically
significant assurance about the presence of the watermark in
light of the abnormal model behavior exposed on the trigger
set. The importance of requiring a sufficiently high value of N’
is a well understood concept in the literature; for example Jia
et al. [5]] propose the adoption of the classic ¢-test to determine
the minimum value of N’ that makes watermark verification
statistically significant. In turn, the required number of correct
predictions on the test set (N in our formalism) should
be small. This follows from the goal of making watermark
verification conclusive: if N was too large, most verification
attempts may return L instead of True or False, which are
the only outcomes that allow the model owner to conclusively
prove or disprove ownership. For this reason, among all the
possible choices of N and N’ that ensure the satisfaction of
our security properties, we naturally privilege those with small
values of N and high values of N’.

B. Verifiability

We first use our model to guide the choice of an appropriate
threshold for watermark verification which ensures verifia-
bility. Recall that prior work provides just simple empirical
recommendations on this important aspect (see Appendix [A).



1) Case Duyerify = Dipigger: We start our probabilistic
analysis from the restricted case Dyerify = Djpigger» Which
is the most common setting in the literature. Since Dj,,, =
in this case, we enforce the threshold on the number of correct
predictions on the test set to N = —1, hence the verification
algorithm cannot return L.

Theorem 1. Assume that CHALLENGE(M, Dyes;) = (0, —1)
and CHALLENGE(M, Dirigger) = (Dipigger» N'). If p is the
probability that M/ makes a correct prediction on Dy, ..., then

VERIFY (M, Dyest, Dirigger) returns False with probability:

Z ('Dtr;ggerl) p

i=0
Proof. Since Dyerify = Djyigger» We Observe that watermark
verification consists of |Dj,,, .| Bernoulli trials with proba-
bility of success p, hence the probability of success of exactly
k trials is given by the binomial distribution as follows:

(|D:r;'€gger|) . pk . (1 )l’Dtmggw‘ k.

The conclusion follows by observing that VERIFY returns
False if and only if the number of successes is at most N/. [J

i (1 — p)Plriger |7 (1)

Leveraging the observation that the number of successes in
our proof follows a binomial distribution, the probability that a
model M fails watermark verification on a trigger set Dy igger
can be effectively approximated by the Central Limit Theorem

for large values of D, as follows:

|Dtrzqqer‘ : a(M’ Dtrigger)

\/|Dtmggm“ - (M, Dirigger) - (1 — a(M, Dirigger))
2
where @ is the cumulative distribution function of the
normal distribution. We can then replace the formula in
Equation [T] with its normal approximation in Equation 2} which
we denote by ®(a(M, Diyigger), D iggerls N'), to simplify
notation and computations. In the following, we only work
with normal approximations, because we always assume that
the number of verification queries is large enough (> 30).
We remark that our results do not critically rely on this
approximation: the same probability can be computed exactly
using the binomial distribution directly.
The following corollary of Theorem [I] provides a systematic
way to reason about verifiability when Dieyipy = D5,

trigger:*

Corollary 1. Assume that CHALLENGE (M, Diest) = (0, —1)
and CHALLENGE(M, Diyigger) = (Dj N'), then M is

- trigger?
e-verifiable iff ®(a(M, Dirigger), | Dviers N') < €.

trigger |

This result is useful because it allows one to properly set
the value of N’ to ensure verifiability, based on the value of

a(M, Dirigger) and [Dj;g e, |» as we exemplify next.

Example 3 (Application of Corollary [T). Assume that M
is a watermarked model such that a(M, Dyyigger) = 0.7 and
|D; | = 800. If N' = 600, we have ®(0.7, 800, 600) ~ 1,

trigger

:

= = =
i > o]

=
to

J

0 100 200 300 400 500 600 700 800
Threshold N’

Probability of failed watermark verification

<
o

Fig. 1: Probability of failed watermark verification for the case
Doyerify = Diyigger under different values of N’, assuming that
a(M,Dirigger) = 0.7 and | D} | = 800.

trigger

meaning that the verification algorithm fails almost for sure.
The picture would be quite different if we rather set N’ = 500,
because we would have @(0.7,800,500) ~ 0, i.e., the veri-
fication algorithm fails with negligible probability. This huge
variation suggests that tuning N to ensure verifiability without
any formal guidance would be hard. Figure [I] shows how
the probability of failed watermark verification changes for
different values of N’, while keeping fixed a(M, Dirigger) =
0.7 and |DmggeT| = 800. The function shows a sigmoid-like
behavior which is monotonic in N’, meaning that lower values
of N’ lead to a lower probability of watermark verification
failure. The probability of verification failure starts near O for
inputs from 0 to around 500, increases rapidly in the transition
region between 500 and 600, and approaches 1 from 600
onwards. This tells us that setting N’ = 500 is a reasonable
option for verifiability, because requiring N’ > 500 may
expose the watermarked model to the risk of failed watermark
verification even by the legitimate model owner.

2) Case Dyerify = Dipgy U Diyigger: We now extend our
analysis to the general case Dyerify = Diest U Dipigger» thus
supporting reasoning about the verifiability of watermarking
schemes using also test instances for verification purposes.

Theorem 2. Assume that CHALLENGE(M,Dyest) =
(Diest» N) and CHALLENGE(M, Dirigger) = (Diriggers N')-
If p; and p, are the probabilities that M makes a cor-
rect prediction on Dj,, and Dj respectively, then

VERIFY (M, Dyest, Dirigger) returns:
o True with probability (1 — ®(py,[Dj.l,N)) -
(I)(pQ’ |D7trigge'r|7 N/))
o False with probability

(an |Dthgger| N/)
o L with probability <I’(p1, |Diestls N).

trigger
(1 -

(1 - i)(plﬂ |D:est‘7N))

Proof. We prove just the first point. The other two points
follow by a similar argument. Observe that Dyeripy = Dy U
Digger and that VERIFY (M, Diest, Dirigger) returns True if
and only if M makes more than IV correct predictions on Dj,,
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Fig. 2: Probability of successful watermark verification for the
case Dyerify = Diegr U Dipigger under different values of N

and N’, assuming that a(M, Dies) = 0.9, a(M, Dirigger) =
0.7 and [D,,| = [D,....| = 400.

test trigger

and more than N’ correct predictions on D}, ... Since the

number of successes in the two cases follows a binomial dis-
tribution with success probabilities p; and py respectively, the
relevant events occur with probabilities 1 — ®(py, |D%,,|, N)
and 1—®(pa, 1D igger|> N') respectively. Since the predictions
on Dj,,, and Dy, .. are independent events, the probability
that YERIFY(M , Dteshptriggef) returns True is the product
(1_(I)(pla‘D?est|7N))'(1_<D(p2v|D* |aN/)) [

trigger

The following corollary of Theorem 2] provides a systematic

way to assess verifiability when Dyerify = Diey U Dy ger-

Corollary 2. Assume that CHALLENGE(M, Dies:) =
(D}, N) and CHALLENGE(M, Dypigger) = (Djﬂgg”,N’>,

then M is e-verifiable iff (1 — ®(a(M, Dyest), |Diestl, V) -
(1 — ®(a(M, Dirigger), | D; [LN))>1—e.

trigger

This result is useful because it quantifies the impact of the
two main ways to ensure verifiability, i.e., lowering N or N’,
whenever the parameters a(M, Diest), a(M, Dirigger)s | Diest]
and |Dj,.; g, | are fixed.

Example 4 (Application of Corollary [2). Figure [2| shows how
the probability of successful watermark verification changes
for different values of N and N’, assuming that a(M, Diesr) =
0.9, a(M, Diyigger) = 0.7 and |Dj | = [Djigger| = 400.
The figure shows that M satisfies verifiability in the yellow
area approximately described by N < 350 A N/ < 275,
thus providing an effective way to set a bound on these two
parameters. Note again the abrupt success probability drop
outside the yellow area, coming from the fast transitions of the
underlying sigmoid functions. In the end, the figure suggests
that setting N’ ~ 275 is appropriate for verifiability, provided
that N < 350.

C. Robust Verifiability

We now reason about robust verifiability, i.e., verifiability
in the adversarial setting. We first use our formal framework
to identify a significant shortcoming of existing trigger-based
watermarking schemes that enables a simple yet effective
attack strategy and we propose an intuitive mitigation. We
then introduce a more general attack strategy and we reason
about the effectiveness of our proposed mitigation against it.

1) Insecurity of Existing Watermarking Schemes: As we
said, most trigger-based watermarking schemes do not use test
instances in the watermark verification process. Unfortunately,
we can use our formalism to prove that this simple choice is
unsound, despite its intuitive flavor. This result is interesting
because it is the abnormal model behavior exposed on the
trigger set that enables watermarking, hence the role of the
test set for watermark verification may be unclear. Still, we
can show that a simple attack strategy where the attacker
detects watermark verification attempts and always returns a
random label in response can effectively enforce watermark
suppression. The intuition of the attack is that the random
behavior of the attacker is unlikely to match the peculiar
behavior that the watermarked model is intended to expose,
leading to failed verifications.

Prior work has also acknowledged that the attacker might
return random labels during a watermark suppression attack,
after detecting trigger instances, to harm ownership verifica-
tion [8], [9], [S], [6]. However, these works do not formally
analyze the robustness against the attack, but they only empir-
ically evaluate the detectability of trigger instances in specific
watermarking schemes as a first step to perform watermark
suppression. Our work, in turn, effectively quantifies the actual
effectiveness of this attack strategy as follows.

Proposition 1. Assume that CHALLENGE(M, Diest) =
(0, —1) and CHALLENGE(M, Dirigger) = (Dipiggers N')- Let
Ap(Z) be the attacker that returns a random label for each
possible input Z, then M is robustly e-verifiable against A,

trigger

Proof. By Theorem (1] because the probability of making a
correct prediction on Dy, .. is 1/[Y]. O

Example 5 (Application of Proposition [T). To appreciate the
effectiveness of the attack strategy, consider a scenario where
a(M, Dirigger) = 0.7 and |Dj,;,...| = 800. Figure 3| shows
how the probability of watermark verification failure changes
for different values of N/ from the non-adversarial case (blue
line, computed using Theorem to the adversarial case
(orange line, computed using Proposition [I)), making clear the
advantage that the attacker gains from the proposed watermark
suppression strategy. The figure shows that setting N’ = 500,
which was a sound recommendation for verifiability in the
considered setting (see Example [3), becomes unsound in
the presence of an active adversary, because the probability
of failures during watermark verification approaches 1 for
N’ > 400.
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Based on the previous analysis, it is apparent that using the
trigger set alone does not yield a robust verification procedure
and we propose to leverage the test set to improve security
against watermark suppression. We can immediately show that
the simple attack strategy presented for the case Dyerify =

Diyigger 1s much less effective in the general setting where
Dyerify = Diest U Diyigger- The intuition is that returning a

random label is not an effective attack strategy in the general
setting, because this significantly drops the accuracy on the
test set, leading to an increased probability that the watermark
verification algorithm returns L.

Proposition 2. Assume that CHALLENGE(M,Dies) =
(Dfst, IN) and CHALLENGE(M, Dyrigger) = (Dirigger» N')-
Let Ap(Z) be the attacker that returns a random label for
each input Z, then M is robustly e-verifiable against Ay iff

(1 - (i)(]'/|y|7 |D;5kest|’N)) : (i)(l/|y‘7 ‘D;ﬁkriggerLN/) <e.

Proof. By Theorem [2| because the probability of making a
correct prediction on both Dy, and Dy, .., is 1/[V]. O

Example 6 (Application of Proposition [2). To visualize
the importance of including test instances in the watermark
verification process, Figure [d] shows how the probability of
failed watermark verification changes for different values
of N and N’ in the adversarial setting where the attacker
always returns a random label, assuming a binary classification
setting with || = 2. The figure shows that M fails robust
verifiability in the yellow area described approximately by
N < 200A N’ > 200. Intuitively, this captures the observation
that, since the attacker always returns a random label, the
probability of making a sufficiently high number of correct
predictions on the test set becomes negligible when N > 200,
leading to the watermark verification algorithm returning L.
This analysis tells us that it is possible to set N/ > 200 while
enforcing robust verifiability, provided that a sufficiently high
number of correct predictions on test instances is required
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Fig. 4: Probability of failed watermark verification for the case
Doyerify = Diest UDjrigqe, under different values of N and N,

assuming that the attacker returns a random label (|| = 2).

(N > 200). This is compatible with our previous verifiability
analysis in Example 4, where we proposed to set N’ ~ 275
with NV < 350 in this setting.

2) General Attack Strategy: The previous analysis showed
that, whenever the attacker is given an instance during the
watermark verification phase in the general D,crify = Dy, U

¥ setting, they may not know whether the instance

trigger
* * :
comes from Dj.,, or from Dy, .., hence suppressing the

tes
watermark is intuitively harder than for the case Dyeripy =
D, igger- In fact, the attacker may not know the best action to
take to maximize the probability that the verification algorithm
returns False. We here formalize an attacker who tries to guess
whether an instance comes from Dy, or from Dj,, .. with
a given success probability, to then make another guess on the

returned label with a corresponding probability of success.

Theorem 3. Assume that CHALLENGE(M,Dyest) =
<D2(esta N> and CHALLENGE(M7 Dt'rigger) - < Iriggeﬂ N,>
Let Ap/(Z) be the attacker that operates as follows:

1) The attacker guesses whether  is a test instance or a
trigger instance with probability of success ¢ > 0.5.

2) If the attacker believes that & is a test instance, they
return a label which is correct with probability g;1 if &
was indeed a test instance and is correct with probability
q12 if  was instead a trigger instance.

3) If the attacker believes that & is a trigger instance, they
return a label which is correct with probability ¢o; if
Z was indeed a trigger instance and is correct with
probability go0 if & was instead a test instance.

M is robustly e-verifiable against Ay if and only if (1 —
®(p1, [Diesil, N)) - (P2, |Diyigger|s N') < €, where p1 = g

trigger
qi1 +(1—q)-qo2 and po = q - go1 + (1 — q) - q12.

Proof. Observe that Dyerify = Djpy U Diygoe, and that
VERIFY (M, Dyest, Dirigger) returns False if and only if

M makes more than N correct predictions on Dy, and



*

at most N’ correct predictions on Dy, ... Let p1 and
p2 be the probabilities of making a correct prediction on
Dis and Dy .., respectively. Since the number of suc-
cesses in the two cases follows a binomial distribution with
success probabilities p; and po respectively, the relevant
events occur with probabilities (1 — &(py,|D5,,,|, N)) and
(i)(pg,|Djm-ggET\,N’ ) respectively. Since the predictions on
Dis and Dy .., are independent events, the probability
that \{ERIFY(M , Diest, Dfﬂ-gge?«) returns False is the product
(1 - (I)(plv ‘D;tkest|’ N)) ' (D(pQ’ |D:rigger|7N/)’

To conclude the proof, we just need to show that p; =
q-qu1+ (1 —q) g2 and p2 = ¢ ga1 + (1 — q) - q12. This can
be done as follows:

e pp is the probability of making a correct prediction on
Dj.;. For any test instance, we have two possibilities:
either the attacker makes the correct guess with prob-
ability ¢ and provides the correct label with probabil-
ity q11, or the attacker makes the wrong guess with
probability 1 — ¢ and provides the correct label with
probability go2. Combining these observations, we have
pP1=q-q1+(1—q)-qo.

e po is the probability of making a correct prediction on

trigger- FOr any trigger instance, we have two pos-
sibilities: either the attacker makes the correct guess
with probability ¢ and provides the correct label with
probability g21, or the attacker makes the wrong guess
with probability 1 — ¢ and provides the correct label with
probability ¢q15. Combining these observations, we have

p2=¢q-g21+ (1 —q) - qia
O

Example 7 (Application of Theorem [3| - Watermark Suppres-
sion). We first exemplify our theorem at work for the concrete
attack strategy described in Example [I We compare the
probability of failed watermark verification for the case g =
0.5, where the attacker randomly guesses whether an instance
comes from Dy, , or Dy ..., and the case ¢ = 0.9, where
the attacker can effectively discriminate test instances from
trigger instances. In this scenario, we have g1 = a(M, Dyest),
q12 = a(M, Dirigger), q21 = q22 = 1/|Y|. Figure [5| compares
the distribution of the two probabilities of failure for the case
a(M, Diest) = 0.9, a(M, Dirigger) = 0.7 and |Y| = 2 when
|Diestl = |Diriggerl = 400. The figure shows a noticeable
increase in the area where watermark verification fails almost
surely when ¢ increases from 0.5 to 0.9. In particular, the
area in the first sub-figure is approximately described by
N < 275 A N’ > 250, while the area in the second sub-figure

is approximately described by N < 350 A N’ > 200.

Example [/| formally captures that trigger-based watermark-
ing schemes must ensure that trigger instances are indistin-
guishable from test instances to support robust verifiability.
Indeed, schemes generating trigger instances by superimposing
extra content, such as a logo or a mark [14]], or those using
out-of-distribution or random instances as triggers [21]], [5],
[23] often overlook the dissimilarity between test and trigger
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Fig. 5: Probability of failed watermark verification for the
case Dyerify = Diep U Diygger under different values of
N and N’, assuming that the attacker can correctly discrim-
inate test instances from trigger instances with probability g,

G(M, Dtest) = 0.9, a(M, Dtrigger) = 0.7, |y| =2.

images, rendering them particularly vulnerable to watermark
suppression. As confirmation, this distinguishability has been
exploited by prior empirical work to mount a practical water-
mark suppression attack against these schemes [20], though
without formally analyzing their security posture.

Example 8 (Application of Theorem [3] - Model Extraction).
We further show that our theorem generalizes to the attack
strategy described in Example [2] Differently from Example [I]
the attacker does not actively attempt to make watermark
verification fail. Instead, they return the prediction of the
extracted model, that may differ from that of the original
model, especially on the trigger set, potentially causing ver-
ification to fail. Recall that in Example 2] we introduced an
attacker for model extraction in terms of two probabilities,
q1 and g¢o, that model how much the extraction process



1.0

0.8

25

0.6

=)
Q
2
=
Q
g
=
'_

0.4

0.2

Probability of failed watermark verification

0.0
50 100 150 200 250 300

Threshold NV

350 400

(a) Case q1 = 0.6 and ¢2 = 0.9

—

o

Threshold N
[L\EJ‘
S

Probability of failed watermark verification

o

0.0
0 50 100 150 200 250 300 350 400

Threshold N’
(b) Case g1 = 0.9 and ¢g2 = 0.2

Fig. 6: Probability of failed watermark verification for the
case Dyerify = Diegy U Dipigger under different values of
N and N’, assuming that the attacker has performed model
extraction preserving the performance of the original model
on the test and trigger sets, respectively, with probability ¢;
and g2, a(M, Dyest) = 0.9, a(M, Dypigger) = 0.7, | Y| = 2.

preserved the accuracy of the original model on the test set
and trigger set, respectively. We compare the probability of
failed watermark verification in two cases: g1 = 0.6 and ¢ =
0.9, representing a negative scenario for the attacker, where the
extracted model exhibits degraded performance on the test set
while preserving performance on the trigger set; and q; =
0.9 and ¢ = 0.2, representing a positive scenario for the
attacker, where the extracted model preserves performance on
the test set but shows degraded performance on the trigger
set. We reason about this scenario using Theorem [3] by setting
q=1q1 =q - a(M,Dies) + (1 —q1) - 1/|Y| and ¢21 =
QQ'GJ(Mv Dtrigger)+(1_q2)' i
because ¢ = 1. Figure [6] compares the distribution of the
failure probabilities for a(M, Diest) = 0.9, a(M, Dirigger) =
0.7 and |Y| = 2 when |D}..;| = |D; 400. The figure

trigger ‘

shows a larger area where watermark verification fails almost
surely when ¢; increases from 0.6 to 0.9 and ¢» decreases
from 0.9 to 0.2. In particular, the area in the first sub-figure
is approximately described by N < 300 A N’ > 275, while
the area in the second sub-figure is approximately described
by N <350 A N’ > 225.

D. Unforgeability

We conclude our formal analysis with a discussion on
unforgeability. Recall that unforgeability provides an upper
bound on the probability that watermark verification succeeds
when the attacker unduly attempts an ownership claim of
a model M using a forged trigger set D}, ., such that
a(M,Dyyigger) < k, where k models how effective the forgery
attack was. Similar to the analyses performed in the previous
sections, we are able to characterize the unforgeability of a

model by means of the following theorem.

Theorem 4. Assume that CHALLENGE(M, Dmf) =
<D:est?N> and CHALLENGE(M Dtmgger) < trigger: >
We have that M is e-unforgeable despite £ iff (1 -
®(a(M, Diest), | Diestls N)) - (1 = Dk, [Diigge, | N)) < &

trigger |

Proof. By Theorem [2] observing that the probability of mak-
ing a correct prediction on D}, is a(M,Diest) and the
probability of making a correct prediction on Dj is at
most k.

trigger

Example 9 (Application of Theorem ). We here show our
theorem at work by comparing the probability of successful
watermark verification for the cases k¥ = 0.5 and £ = 0.65,
corresponding to the attacker being able to forge trigger sets of
different quality. Figure [7/| compares the distribution of the two
probabilities of successful verification for the forged trigger
set in the case a(M, Dyest) = 0.9 when D} | = [D}ipger| =
400. The figure shows an increase in the area where watermark
verification succeeds almost surely when k increases from
0.5 to 0.65. In particular, the area in the first sub-figure is
roughly described by N < 350 A N’ < 200, while the
area in the second sub-figure is approximately described by
N < 350 A N’ < 250. This tells us that setting N’ > 250
provides appropriate unforgeability guarantees and grants ef-
fective protection even for the stronger attack where k = 0.65.
Note that the role of N is almost immaterial for unforgeability,
because we conservatively assume that the attacker has access
to the original test set.

E. Foundations of Secure Trigger-Based Watermarking

We here summarize the key take-away messages of our
formal analysis and we discuss how to reconcile the different
security properties of interest in practice.

1) Take-Away Messages: A sound design of trigger-based
watermarking schemes should not leave unspecified the num-
ber of successful verification queries, otherwise watermark
verification may unexpectedly fail even for the legitimate
model owner. This would break verifiability (Definition[I)) and
void the intended intellectual property protection. Importantly,
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the number of successful verification queries does not need to
be empirically set on a case-by-case basis, but it is possible
to choose it based on the accuracy of the watermarked model
(see Corollary[I]and Corollary [2). Unfortunately, prior work in
the field just proposed empirical techniques to set the number
of successes [8l], [6], [13]], did not discuss this point at all [4],
[201], [24], or focused on the definition of a minimum number
of successes to ensure statistical significance of watermark ver-
ification, without discussing the verifiability risks of requiring
an excessively high number of successes [, [7], [23].
Moreover, trigger-based watermarking should not rely on
the trigger set alone for verification purposes, otherwise ef-
fective watermark suppression attacks are trivial to perform.
Intuitively, if the attacker has control of the watermarked
model, they can answer the verification queries with random
labels, as also empirically shown in prior work [8], [9], [S],
[6], thus hiding the model behavior that watermark embedding

was intended to expose. We then recommend the inclusion of
the test set in the watermark verification algorithm to increase
security against watermark suppression attacks, which is suf-
ficient to mitigate the simple attack strategy based on random
answers (see Proposition [2). Unfortunately, virtually all the
watermarking schemes that we surveyed do not comply with
this recommendation, with the single exception of the proposal
by Guo and Potkonjak [4]. For quantitative recommendations
on how to set the number of test and trigger instances to
ensure robust verifiability, we refer to Theorem E] and the
related discussion. An interesting consequence of our theorem
is that trigger-based watermarking schemes based on abnormal
trigger instances, such as [14], [4], [21]], [S]], [23], are unlikely
to produce models satisfying robust verifiability. An attacker
who can discriminate test instances from trigger instances
can adapt their behavior to make watermark verification fail
with high probability, thus preventing the model owner from
claiming ownership [8]], [9], [S], [6]. In addition, a robust
watermarking scheme should ensure that any model extraction
attack preserving accuracy on the main task also preserves
it on the trigger set. This requirement is not satisfied by
several existing schemes [9]; for this reason, recent proposals
address the issue by drawing trigger inputs from the main task
distribution, e.g., by entangling them with it S]], [8]], [24], [Z].

2) Enforcing Security: Verifiability, robust verifiability and
unforgeability are all important concerns for trigger-based
watermarking schemes and any meaningful security analy-
sis cannot consider these properties in isolation, but should
carefully consider all of them. An important observation we
make is that these properties are often at stake, because they
introduce conflicting requirements. For example, setting a low
number of successful verification queries N’ for the trigger
set helps verifiability, but harms unforgeability.

To set the parameters N and N’ to simultaneously enforce
all our security properties, one could just enumerate all the
possible pairs (N, N’), checking if any of them satisfies all
the constraints required for the individual security properties.
This exhaustive search has complexity O(|Dj.q;| - [Diigger!)-
In practice, recall that it is generally preferable to consider
solutions with small values of N and high values of N’ (see
the discussion in Section [[V-A). For this reason, our prototype
implementation explores the search space by starting from
the highest possible value of N’ and iterating over all the
possible values of N to check whether any pair (N, N') allows
constraint satisfaction. If no choice of N works for the given
N’, the value of N’ is decremented and a new iteration over
N starts. The process fails when no solution is found. The
specific constraints to be enforced depend on a preliminary
threat modeling phase, where the model owner sets the security
parameter ¢ € [0, 1] and performs additional evaluations, e.g.,
determines whether model extraction attacks are a relevant
threat for them. Appendix [B| shows our approach at work
for several values of the parameters modeling the attacker’s
capabilities, highlighting cases where a solution can be found
and cases where no solution is possible. We further report on
the benefits of our principled approach in the next section.



V. EXPERIMENTAL EVALUATION

Since all the results presented so far have been computed
using synthetic data, we now show the practical utility of our
formal framework on real watermarked models.

A. Methodology

We experiment with watermarked deep neural networks
for image classification, because most research on model
watermarking focuses on this setting. Specifically, we work
with two widely used image classification datasets: Fashion-
MNIST [25] and CIFAR10 [26]. Fashion-MNIST (FMNIST)
comprises 70,000 28x28 grayscale images of fashion items,
categorized into 10 classes. CIFAR10, by contrast, consists of
60,000 32x32 color images of animals and vehicles across
10 class labels. Both datasets were preprocessed so that the
test set includes 10,000 images, while the size of the trigger
set was chosen based on the recommendations provided for
the given watermarking schemes; the rest of the images were
used for training. Following the experimental setup in [7]], we
trained a Convolutional Neural Network (CNN) on Fashion-
MNIST and a ResNet-18 [27]] on CIFAR10. For CIFAR10, we
applied standard data augmentation techniques such as random
cropping, horizontal flipping, and rotation. Models trained on
Fashion-MNIST ran for 50 epochs, while those trained on
CIFARI10 ran for 40 epochs. All models were optimized using
the Adam optimizer with a learning rate of 0.001, and the batch
size was set to 128 across all datasets. Accuracy on the test set
ranges between 0.89 and 0.92, while accuracy on the trigger
set ranges between 0.91 and 0.99 (see Table [l).

We consider three existing trigger-based watermarking
schemes to assess their security posture using our framework:

1) The scheme by Guo and Potkonjak [4]], because it is
the only one making use of test instances for watermark
verification and our analysis confirms the soundness of
this design choice for robust verifiability. Unfortunately,
this scheme does not include a method or recommenda-
tion for setting the value of the parameters N and N'.
We set both thresholds N and N’ to 85% of the size of
the test and trigger sets, consistent with the design of
the scheme where these two values are identical.

2) The scheme by Li et al. [6], because it is representative
of a class of watermarking schemes where the parameter
N’ is empirically set. Specifically, the authors recom-
mend setting the threshold “close to 1”. Thus, we set
N’ to 90% of the trigger set, while we set N to -1
because the test set is not used.

3) The scheme by Tan et al. [[7]], because it is representative
of a class of watermarking schemes where the parameter
N’ is set by means of a statistical test (the ¢-test). This
principled approach is useful to ensure that the behavior
of the watermarked model differs statistically from that
of a non-watermarked model, however it does not take
security into full account as we do in our framework.
We set N’ using the t-test, setting a significance level
of 0.05 to detect differences with respect to the accuracy

of a non-watermarked model on the trigger set. Finally,
we set N to -1 because the test set is not used.

We reason about the security properties of the watermarked
models using our formal framework. We set a single ¢ =
0.05, i.e., we want to satisfy all the security properties with
probability 0.95. In each experiment, we first evaluate security
after setting the parameters N and N’ as described above. We
then use the approach of Section to automatically look
for appropriate values of NV and N’ enforcing all the security
properties at the same time. Finally, we discuss the results of
our security analysis to assess whether our principled approach
to set N and N’ pays off in practice. We evaluate the security
of watermarking schemes considering different values of the
parameters modeling the attacker’s strength, i.e., ¢, ¢1 and go
for robust veriﬁabilit and k for unforgeability. To support
reproducibility, we make our code available online [28].

B. Experimental Results

In our first experiment, we are concerned about secu-
rity against watermark suppression and forgery. Accordingly,
we set parameters ¢ € {0.5, 0.8} and k£ € {0.5, 0.8},
corresponding to different assumptions about the attacker’s
strength, and we analyze the security posture of existing
schemes using our formal framework. Table [I] reports the
results of our experiment. We first observe that two out of
the three watermarking schemes fail to satisfy one of the
three security properties when setting the thresholds N and
N’ as recommended in the original papers. In particular, Li
et al.’s empirical method of setting a very high value of N’
makes the watermarked model secure against forgery, but
does not satisfy robust verifiability: even a weak attacker
(¢ = 0.5) can effectively suppress watermark verification. This
result is concerning because the attacker does not perform
any clever attempt to discriminate between test instances and
trigger instances: random guessing suffices to make watermark
verification fail in practice using the simple attack strategy
of Example [T] Instead, Tan et al.’s scheme leads to setting
a very low value of N’, which provides robust verifiability,
but breaks unforgeability: the threshold is so small that even
a weak attacker (k = 0.5) could forge a trigger set sufficient
to pass verification. We consider this attacker weak, because
their performance on the trigger set is significantly lower than
the accuracy on the original trigger set (0.99). In contrast, the
model watermarked using the scheme by Guo and Potkonjak
satisfies all three properties. While this result shows that the
properties can be met with empirical thresholds in practice, the
watermarked models exhibit them without a specific design
intent: these thresholds have not been set taking security into
due account, but rather to differentiate watermarked from non-
watermarked model behavior. It is plausible that other models
and datasets will not achieve appropriate security guarantees
in the absence of principled indications on how to set the
thresholds, and this is precisely the gap our framework helps
to fill with formal rigor.

2Recall that ¢ is used to model watermark suppression (Example , while
g1 and g2 are used to reason about model extraction (Example E])



TABLE I: Results of our formal analysis of three existing watermarking schemes. Here we consider watermark suppression as

*
test>

the attacker for robust verifiability. We report the size of D

D

triggers @S Well as the values of N and N’ obtained following

the original papers in the Empirical column. We then indicate if our three security properties hold for the values of N and
N’ set following the original papers, for different values of ¢ and k. Finally, in the Formal column, we present the values
found by our principled approach for various values of ¢ and k.

Scheme | Dataset | a(M,Diest) | a(M, Dirigger) | Empirical | ¢ | k | Ver. | Rob. Ver. | Unf. | Formal
IDf,] = 10000 | 05 | 05 | v v v | N =508 N =905
EMNIST 0.90 001 1D} jamer] = 10,000 | 08 | 05 | v v v | N=7473, N = 9052
N = 8,500 0.5 0.8 v v v N = 5,083, N = 9,052
Guo and N’ = 8,500 0.8 0.8 v v v N = 7473, N = 9,052
Potkonjak |Dr.,] =10000 | 05 | 05 | v v v | N=5033 N =09.155
* = 10,000 0.8 0.5 v v v N =17393, N = 9,155
CIFAR10 0.89 0.92 | t""gge"'l ’ y ’ ’
N = 8,500 0.5 0.8 v v v N = 5,033, N’ = 9,155
N’ = 8,500 0.8 0.8 v v v N = 7393, N’ = 9,155
D, =10000 | 05 | 05 | v X v | N =508 N =58
s ivoer| = 600 0.8 0.5 v X v N = 7473, N’ = 589
FMNIST 0.90 0.99 | "‘99€'| N
= -1 0.5 0.8 v X v N = 5,083, N’ = 589
Lietal N’ =540 08 | 08 | v x v | N=7473 N’ =58
[Dr,| = 10000 | 05| 05 | v X v | N=5133 N =472
- = 500 0.8 0.5 v X v N = 17,552, N' =472
CIFAR10 0.91 0.96 | "”gqcrl e
= - 05 | 0.8 v X v N = 5,133, N’ =472
N’ = 450 0.8 0.8 v X v N =17552, N =472
[D:,| = 10000 | 05| 05 | v v X N =5183, N' =97
- = 100 0.8 0.5 v v X N =17631, N' =97
FMNIST 0.92 0.99 | ‘”fmerl e
= -1 0.5 0.8 v v X N =5,183, N' =97
Tan et al. N =11 08 | 08 | v v X N =17631, N' =97
|Dr.,] =10000 | 05 | 05 | v v X N = 4983, N’ =97
> ioaer| = 100 0.8 0.5 v v X N =17314, N' =97
CIFAR10 0.88 0.99 | trigger | O
N=-1 0.5 0.8 v v X N = 4983, N’ =97
N' =4 0.8 0.8 v v X N =17314, N’ =97

Remarkably, our principled approach identifies appropriate,
security-aware thresholds for each watermarked model across
the three schemes. This is a positive finding, because it shows
that these schemes are not inherently insecure: they can be
set up securely when parameters are chosen with care. For
example, for Li et al.’s scheme on CIFARIO0, considering the
strongest attacker (¢ = 0.8, k = 0.8), our algorithm found
N = 7,552 and N’ = 472 as a possible solution satisfying
all the three properties of interest. Moreover, if we follow the
intuitions provided in Section the thresholds found by
our algorithm for the scheme by Guo and Potkonjak are more
useful than those set using the informal recipes of the original
paper. For CIFAR10 under the strongest attacker, our algorithm
selects N’ = 9,155, which is larger than the empirically set
value (8,500), thus providing a stronger statistical guarantee of
watermark presence. Moreover, our algorithm suggests setting
N = 7,393, which is smaller than the empirically set value
(8,500). This makes verification more conclusive by reducing
the number of cases in which | may be returned.

We also performed a similar experimental evaluation focus-
ing on model extraction rather than watermark suppression.
We set ¢1 € {0.5, 0.8}, g2 € {0.2, 0.8}, and k € {0.5, 0.8}.
Table |V| in Appendix |C| reports the results. As before, two
of the three watermarking schemes fail to satisfy at least one
of the three security properties when using the thresholds N
and N’ prescribed in the original papers. Li et al’s trained
model does not satisfy robust verifiability, even under a very
weak attacker (i.e., g1 = 0.5 and ¢o = 0.8). Tan et al.’s scheme

remains vulnerable to watermark forgery, but its trained model
satisfies robust verifiability even against a strong attacker (i.e.,
g1 = 0.8 and ¢o = 0.2) since it sets a very low value for
N'. Finally, the scheme by Guo and Potkonjak once more
satisfies all three properties, despite its thresholds not being
chosen with security considerations in mind. Once again, our
approach enables the model owner to identify security-aware
thresholds for each scheme, even against the most powerful
model extraction attack we consider. For example, for Li et
al.’s scheme on CIFAR10, under the strongest attacker (q; =
0.8, g2 = 0.2, k = 0.8), our algorithm is able to find N =
7,552 and N’ = 472 as a valid solution.

VI. RELATED WORK

Trigger-based watermarking schemes [[1]], [2]], [3] have been
extensively studied, since they enable black-box verification of
model ownership. Several schemes have been proposed [24],
161, (50, 71, [131, 1291, 1301, (4], (81, (231, (201, [311, [14], (211,
[32], generally adhering to the pattern in Section Our
work introduces a formal framework for the security analysis
of such schemes and can successfully encode a relevant subset
of them. We refer to Appendix |A| for the details about the
considered schemes and their encoding.

The definition of existing trigger-based watermarking
schemes often lacks formal foundations. As a consequence,
even though watermarking schemes are empirically evaluated
on a subset of security threats including watermark forgery [4],
[21]], [6], watermark suppression [S]], [8]], [20], [6], and water-



mark removal [23], (S]], [13], [24], [6], prior work proposing
comprehensive security evaluations highlighted that they still
remain vulnerable to these attacks [9]], [10]. However, even
these evaluations are largely empirical and do not provide
methods to improve the robustness grounded on a formal
analysis. An exception is represented by Adi et al. [21], who
proposed a formal framework for trigger-based watermarking,
tailored for schemes employing cryptographic primitives, like
the one they propose. They also formalized and proved security
properties of their scheme within this framework. However,
their proposal cannot be applied to trigger-based watermarking
schemes which do not use cryptographic primitives, like those
analyzed in this work. Shafieinejad et al. [11] extended the
framework in [21] to generalize security against watermark
removal to cover two other attackers, considering general
trigger-based watermarking schemes without cryptographic
primitives. However, they focus on a single security property
(different from the ones we consider) and do not formalize
existing schemes within their framework.

Existing watermarking schemes lack a standardized ap-
proach for setting their parameters, in particular N and N’
in the verification procedure. This poses challenges for their
usability and their security evaluation [10]. Some works leave
this unspecified [24], [4], [20], while others offer only empir-
ical approaches [13]], [8]], [1Ol], [6]. More disciplined methods
leverage statistical tests, like the ¢-test [[7], [3], to set thresholds
that statistically differentiate watermarked model behavior
from non-watermarked models. However, these methods do
not account for potential security threats, thus leaving schemes
vulnerable. Through our proposed framework, instead, we
show that it is possible to design a principled technique to set
the scheme parameters while taking security into account, and
our experiments confirm that our technique works in practice.

Finally, we also acknowledge an intriguing connection be-
tween trigger-based watermarking and data auditing frame-
works [33], [34]. Data auditing is an important research area
concerned with the detection of the use of personal data within
the training process of ML models operated by third parties.
Similar to trigger-based watermarking, data auditing may
rely on the use of perturbed or specially marked inputs that
introduce specific model behavior upon training; in turn, this
induced behavior can be exercised in a black-box manner by
checking whether the model output exhibits relevant evidence.
As in trigger-based watermarking, data auditing assumes that
the model is operated in an adversarial context, with the
adversary doing their best to suppress the specific behavior
that the user wants to expose. At the same time, there are
significant differences. First, regarding the threat model, in
trigger-based watermarking the training process is operated by
the model owner, while in data auditing the training process is
controlled by the attacker. This impacts the security analysis:
for example, robustness against data cleaning prior to training
is a relevant threat for data auditing, but not for trigger-
based watermarking. Moreover, trigger-based watermarking
and data auditing have very different objectives. Trigger-
based watermarking is concerned with model ownership (“this

model originates from me”), while data auditing is concerned
with data provenance (“this model was trained on my data”).
As such, the granularity of verification is different, because
trigger-based watermarking establishes a global property of the
model, while data auditing evaluates a property of a specific
input of the model. We also note a related but conceptually
distinct line of work on backdoor attacks (e.g., BadNets [35]),
which also exploit trigger-induced behavior; however, in that
setting, triggers are used maliciously by a third party who
interferes with the training pipeline to compromise model
integrity, rather than to intentionally establish model ownership
or data provenance.

VII. CONCLUSION

In this paper, we addressed the critical gap in the formal
understanding and security analysis of trigger-based water-
marking. We introduced a novel and practical formal frame-
work that uniformly captures existing trigger-based water-
marking schemes. Using this framework, we proposed rigorous
security definitions and revealed inherent weaknesses and
flawed design assumptions of existing watermarking schemes.
We then proposed a principled technique for setting water-
marking scheme parameters to guarantee protection against
security threats. Finally, we applied our framework to three
selected watermarking schemes, experimentally demonstrating
that their original parameter choices are often insufficient and
leave them vulnerable to attacks. By applying our principled
techniques, we showed that it is possible to identify sound
parameter choices that significantly enhance security. This is as
a first step toward a rigorous design methodology for trigger-
based watermarking schemes, that complements the empirical
practices that the previous work has followed so far.

As future work, we plan to investigate how to incorporate
other types of attacks, e.g., operated by stateful adversaries,
into our formalism. We also plan to extend our empirical
evaluation to larger models, datasets, and practical adversarial
threats like fine-tuning and parameter pruning. This would
allow us to determine how to choose watermarking scheme
parameters that ensure security against additional, real-world
security threats. Moreover, we foresee that extending our
formal framework to capture additional security properties and
application scenarios, e.g., data auditing [33]], [34], may be an
interesting avenue for future work.
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APPENDIX

A. Encoding Existing Watermarking Schemes

To demonstrate the generality and expressiveness of our
formalism, we consider a number of different watermarking
schemes from the literature and show how they can be encoded
by instantiating the different parameters of our model. Below,
we provide details about the encoding and summarize it in
Table along with the notation used. Note that Guo and
Potkonjak [4] propose the only watermarking scheme that
employs Dy, and consequently the only one with a mean-
ingful, non-negative threshold N in the ownership verification
procedure. Therefore, we will discuss how [V is set only for
this specific scheme.

a) Xi et al. [24)]: define the watermark as w = (p, y;)
where p : X — X is a transformation of the input instance,
and y; € ) is a predefined target label. p adds a perturba-
tion to the input instance that depends on the model to be
watermarked. The objective of the transformation is to make
the instance in output imperceptibly different from the input
instance, while being classified as belonging to the target
class y; by the watermarked model (more details in [24]).
The trigger set is then obtained by applying p to instances
of the training set and replacing their labels with y;. The
scheme provides no rules for setting the number of instances
in D}, ,q¢r» but in the experiments presented in the paper the
trigger instances are sampled from a trigger set containing
a number of instances equal to 10% of the instances in
Dirain. Finally, the threshold N’ is not set and no explicit
recommendation is proposed.

b) Lv et al. [8]]: define a watermark w = (¥, y¢, Y1, Y2),
where ¢ : X x X — X is a transformation of input instances
that takes two instances and generates a new instance using a
technique or a combination of techniques from a predefined
set of input-mixing techniques. The labels y;,y1,y2 € V
are chosen such that all three are distinct from each other.
More formally, given a pair of instances from D4y, OF Dyesy
denoted by ((Z1,y1), (Z2,y2)), where y1 # y2, we obtain
a new instance ((Z1,72),y:), where yr # y1 A Yyt # Ya,
that will belong to the trigger set. Note that only instances in
the trigger set generated from instances in Dy,.q;, are used in
the EMBED algorithm, while the instances of the trigger set
used in the VERIFY algorithm are generated from instances
in D;.s:. No indication is provided on how to set the number
of instances of Dy, .., but, in the experimental section of
the paper, at least 1,000 instances have been used. Finally,
N’ is empirically set to 30% of |Dj.,,..|- The intuition
is that the accuracy of the watermarked model on trigger
instances should significantly exceed this threshold, while its
accuracy on false trigger instances (those created with different
source labels or input transformations) should fall below it to
avoid false claims of ownership. Similarly, the accuracy of a
non-watermarked model on trigger instances should also be
below this threshold. The authors determined the value of the
threshold by measuring, across 200 clean and watermarked
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TABLE II: Encoding of existing watermarking schemes in our formal model. 7 € X" denotes a perturbation vector with the
same dimensionality as the instances in the feature space. y; and y, represent a target label and a source label, respectively. X
is a random variable representing an instance sampled from the feature space, and Y is a random variable representing a label
sampled from the set of labels. p : X — X denotes a function that transforms an instance in the feature space into another
instance, 1 : X x X — X’ denotes a function that transforms a pair of instances from the feature space into a single instance,
¢ : Y — Y denotes a mapping between labels, and 6 : X — {0, 1} denotes a decision function that takes an instance as input.

Watermarking Uses ’
scheme e Diest? Dirigger ‘ N ‘ N

Xi et al. [24] (p, yt) X {p(&),y:) | (Z,y) € Dirain} Unused Unspecified
Lv etal. [§] (Wyyeyiiye) | X W@, ) ve) | (T va), (5, a) € Die Unused | Empirical (30%)
Ye et al. [13] (M, Yty Ys) X {(Z4+ M, ye) | (Z,y) € Dirain Ny = ys} Unused Empirical (60%)
Tan et al. [7] (p, yt) X {p(&),y:) | (Z,y) & Dirain}t Unused t-test
Jia et al. (in-distribution) [5]] (py Yt,Ys) X {p(Z),ye) | (Z,y) € Dirain Ny =ys} Unused t-test
Jia et al. (out-of-distribution) [5] (P Yt Ys) X {(p(@),ye) | (Z,Y) &€ Dirain Ny =Ys} Unused t-test
Rouhani et al. [23] (X,Y,0) X {Zy) | T~ XAN6(Z)=1Ay<« Y} Unused binomial
Namba and Sakuma [20] Y X {Z, yw) | (Z,Y) € Dirain NYw < Y Ayw #y} Unused Unspecified
Li et al. [6] (p,Y) X {(p(Z), yw) | (Z,Y) € Dirain NYw < Y} Unused Empirical (~ 90%)
Guo and Potkonjak [4] (m, ¢) v {Z+ M, oY) | (T, y) € Diest } Unspecified Unspecified

models, the accuracy on trigger instances and on generated
false trigger instances, confirming it met these requirements.

c) Ye et al. [13]: define the watermark as w =
(M, ys,ys), where mi is a learned perturbation, y; € ) is the
target label and y; € ) is the source label. m is learned
from a secret instance 2 of the model owner through the
application of a U-net, which is trained to learn a subtle and
invisible perturbation recognizable by the watermarked model.
Then, the trigger set is obtained by adding the perturbation to
samples of Dy,..;, Whose label is y, and assigning them the
label y;. No indication is provided on how to set the size of
D}, igger- However, in the experimental part of the paper, 100
trigger instances have been used. Finally, the threshold N’ is
set to 60% of |D,.; .| without providing a precise motivation
for this choice.

d) Tan et al. [7]: define the watermark w = (p, y;) where
p: X — X is a function that takes an input instance and
returns the “optimized” instance, while y, € ) is the target
label. Dypigger is generated in three steps. First, some instances
from a specific class are sampled from a dataset unrelated to
the original task and to Dy,q;y,. Then, each instance of Dygger
is associated with a class y; of ), specifically the class on
which a non-watermarked model trained on the original task
obtains the worst classification accuracy. Finally, p transforms
each instance of Dypjg4er jointly with the training of the
watermarked model. In particular, the transformation operates
in a way such that other surrogate models, extracted from the
watermarked model, classify the instances of Dypigger as i,
while a non-watermarked model does not classify them as y;.
The scheme does not suggest a disciplined way to set the size
of Di However, in the experimental part of the paper, the

trigger:*
authorsgflse 100 instances of Dy, ... Finally, the threshold N
is set by using the one-sample one-tailed ¢-test based on the
accuracy of some non-watermarked models on Dyyjgge and at
some confidence level.

e) Jia et al. [3)]: define the watermark as w = (p, y¢, Ys)»
where p : X — X is a transformation applied to some

instances, ys is the source label and y; € ) is the target

label. The watermarking scheme supports both in-distribution
and out-of-distribution watermarking, i.e., building a trigger
set using instances from the same distribution as Dyy.q;p OF
from a different distribution. In the case of in-distribution
watermarking, the instances used to generate Dypigger are
samples of class ys € )Y drawn from Dy.qin. In contrast,
in the case of out-of-distribution watermarking, the instances
used to generate Dyygqcr are samples of class y, ¢ ), taken
from a dataset associated with a different task. The function
p is responsible for positioning the pre-defined input mask
m € X (the same for all the instances in Dypigger) ONtO
the input instances and modifying the instances to decrease
the confidence of the watermarked model in predicting the
target class, thereby making the watermarking more robust
(see Algorithm 1 in [5] for more details). The scheme does
not specify how many instances should be included in Dy, ;.-
Finally, the threshold N’ is set by computing the number of
instances needed to reject the null hypothesis of a ¢-test at
the 95% confidence level. The assumption is that the accuracy
of the watermarked model on the trigger set is the mean of
a binomial distribution characterizing if watermarked data is
correctly classified. According to the Central Limit Theorem, it
is normally distributed when the number of queries, [ D}, e, |»
is greater than 30. The null hypothesis of the statistical
test states that this accuracy is less than or equal the false
watermark rate, i.e., the accuracy of a non-watermarked model
on the trigger set. If the null hypothesis is rejected, then the
behavior of the watermarked model is peculiar on Dj,,; .. and
not due to chance.

f) Rouhani et al. [23|]: E]deﬁne the watermark as w =
(X,Y,6) where X is a random variable representing a ran-
domly sampled instance from X, Y is a random variable repre-
senting a randomly sampled label from ) and 6 : X — {0,1}

3This paper proposes two watermarking schemes: one for embedding a
watermark in the intermediate layers of a neural network, and another for
embedding it in the output layer. We will encode the second scheme within
our formalism, since it uses a trigger set and verifies model ownership as
defined in our framework.



is a decision function. Trigger candidates are sampled as values
of X and assigned random labels drawn from Y. A sampled
instance is included in Dypigger if it lies in a “low-density
region” of the model to be watermarked (see [23] for more
details). This check is represented by the decision function 4,
that returns 1 if the condition is satisfied on the input instance,
otherwise 0. The scheme does not provide any specification
about how to set the size of Dj ... In the experimental
section of the paper, 20 and 30 instances are used. Finally, the
threshold N’ is set as the quantile of a binomial distribution
with respect to a fixed probability (e.g., 0.999, as usec% in the
N

g) Namba and Sakuma [20]: define the watermark as
w =Y, where Y is the random variable representing a label
from ). Trigger instances are randomly sampled from Dy,.q 1, .
Then, the associated labels are sampled as values of Y and are
different from the original labels of the instances. The scheme
does not specify a precise number of instances to sample in
Di,igger- However, in the experimental part of the paper, 30,
20, 10 or 5 instances are used. Finally, the threshold N’ is not
set and no intuition is provided about how to set it.

h) Li et. al. [I6]: define the watermark as w = (p,Y’),
where p : X — X is a transformation of input instances
and Y is a random variable representing a label y € V. p is
realized by an encoder network that embeds a logo m, i.e.,
an image, not necessarily belonging to X, inside the input
instance to generate an instance that is as similar as possible
to the original instance but distinguishable by the watermarked
model. The trigger set is defined by applying p to instances
of Dyyqin and assigning the label y,,, sampled from Y, to the
resulting instances. The scheme does not suggest a specific
way to set the size of Dy, ... However, in the experimental
part of the paper, 1% of the training data is used. Finally,
N’ is not set, but the paper states that N’ should be close to
|D>tk7"igger|'

i) Guo and Potkonjak [4]]: define the watermark as w =
(m, @), where m € X is a vector and ¢ : Y — ) is an
irreflexive class mapping. 7 represents the signature of the
model owner, while ¢ specifies the substitute label for each
original label. The trigger set used in the verification algorithm
is then obtained by adding the perturbation to the instances of
Dyest and substituting their original labels through ¢. The same
procedure is applied to the instances of Dy,.qiy to generate the
trigger set used in the training of the model to be watermarked.
The size of Dfriggw is set as the same of Dirigger. Dyerify
consists of the union of Dy ... and Dj,,. Finally, there is
no formal definition or suggestion about how to set N and N’
in the specification of the watermarking scheme. However, the
authors provide a quantitative analysis estimating, for a given
accuracy of the model on the test set and the trigger set, the
probability that the number of errors on each set stays below
a common bound.

paper), and with the probability of success equal to

B. Examples of Principled Parameter Setting

We show our approach to parameter setting at work for
a model M such that a(M, Dies;) = 0.9, a(M, Dypigger) =

TABLE III: Values of ¢ and k for which the optimization
algorithm succeeds (checkmark) or fails (cross) in finding a
pair of values N and N’ that satisfies the constraints of the
three properties, assuming € = 0.03.

q/k | 035 | 042 | 049 | 0.56 | 0.63
0.5 v v v v X
0.6 v v v v X
0.7 v v v v X
0.8 v v v v X
0.9 v v X X X

TABLE IV: Values of ¢ and k for which the optimization
algorithm succeeds (checkmark) or fails (cross) in finding a
pair of values N and N’ that satisfies the constraints of the
three properties, assuming € = 0.1.

035 | 042 | 0.49
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0.7, [Diest| = |Dirigger! = 400 and |Y| = 2. We consider
watermark suppression as the attacker for robust verifiability,
parameterized by ¢ € {0.5, 0.6, 0.7, 0.8, 0.9}, and forgery as
the attacker for unforgeability, parameterized by k € {0.35,
0.42, 0.49, 0.56, 0.63}, where the values of k have been set
to gradually approach a(M, Diyigger) = 0.7.

Table [[1]| reports for several combinations of the parameters
whether our approach finds a solution satisfying the security
constraints for ¢ = 0.03. The table indicates that a solution
exists for various combinations of ¢ and k. As an example,
consider ¢ = 0.5 and k£ = 0.56, i.e., we want to satisfy all the
intended security properties with probability 0.97 against an
attacker who is able to successfully discriminate between test
and trigger instances with probability 0.5 and forge a trigger
set Diigger Such that a(M, Dy ..) = 0.56. In this case,
the algorithm returns N = 298 and N’ = 262 as a possible
solution of the problem. Observe that a few combinations of ¢
and k£ do not enable any solution, e.g., if k£ increases to 0.63.
To admit solutions under these stronger attackers, we must
increase € and accept lower security guarantees. We report the
cases in which the proposed approach succeeds for € = 0.1 in
Table The approach can now find solutions for additional
cases where k£ = 0.63. For example, setting £ = 0.63 and ¢ =
0.5 leads to the following solution: N = 292 and N’ = 268.
However, for more powerful attackers with £k = 0.63 and ¢ =
0.9, lower security guarantees (higher ¢) are still required to
find a solution.

C. Additional Experimental Results

Table [V]reports the results of our experiments when consid-
ering model extraction as the attacker for robust verifiability.
We set ¢; € {0.5, 0.8}, g2 € {0.2, 0.8}, and k € {0.5, 0.8}.



TABLE V: Results of our formal analysis of three existing watermarking schemes. Here we consider model extraction as the
attacker for robust verifiability. We report the size of Dy, ;, Dj.gge,» @s Well as the values of N and N’ obtained following
the original papers in the Empirical column. We then indicate if our three security properties hold for the values of N and
N’ set following the original papers, for different values of ¢, ¢o and k. Finally, in the Formal column, we present the values

found by our optimization algorithm for various values of ¢;, g2 and k.

Scheme | Dataset | a(M,Diest) | a(M, Dirigger) | Empirical | @1 | g2 | k | Ver. | Rob. Ver. | Unf. | Formal
* 0.5 0.2 0.5 v v v N = 5,083, N' = 9,052
Diese| = 10,000 0.8 0.2 0.5 v v v N = 7473, N = 9,052
|D: | = 10,000 0.5 0.8 0.5 v v v N = 5,083, N: = 9,052
EMNIST 0.90 0.91 trigger ’ 0.8 0.8 0.5 v v v N = 7473, N/ = 9,052
N = 8.500 0.5 0.2 0.8 v v v N = 5,083, N" = 9,052
? 0.8 0.2 0.8 v v v N = 7473, N = 9,052
N’ = 8500 0.5 0.8 0.8 v v v N = 5,083, N = 9,052
Guo and ” 0.8 0.8 0.8 v v v N = 7473, N = 9,052
Potkonjak D, | = 10,000 0.5 0.2 0.5 v v v N = 5,033, N' = 9,155
test ’ 0.8 0.2 0.5 v v v N = 17393, N' = 9,155
|D: | = 10,000 0.5 0.8 0.5 v v v N = 5,033, N: = 9,155
CIFARIO 0.89 0.92 trigger ’ 0.8 0.8 0.5 v v v N = 17,393, N" = 9,155
N = 8.500 0.5 0.2 0.8 v v v N = 5,033, N' = 9,155
? 0.8 0.2 0.8 v v v N = 17393, N = 9,155
’ 0.5 0.8 0.8 v v v N = 5,033, N' = 9,155
N7 = 8,500 0.8 0.8 0.8 v v v N = 17393, N' = 9,155
* 0.5 0.2 0.5 v X v N = 5,083, N = 589
|Diesi| = 10,000 0.8 0.2 0.5 v X v N = 7473, N = 589
i |8 857 E |
Frigge _ _ . X =7473, N’ =
FMNIST 090 099 N=_1 0.5 0.2 0.8 v X v N = 5,083, N = 589
- 0.8 0.2 0.8 v X v N = 7473, N = 589
N’ = 540 0.5 0.8 0.8 v X v N = 5,083, N = 589
Lietal 08 | 08 | 08 | v x v | N=7473 N =58
* 0.5 0.2 0.5 v X v N = 5,133, N' =472
Dieet| = 10,000 0.8 0.2 0.5 v X v N = 17,552, N' =472
i |8 BT E | i
rigge . . . X = 7,552, =
CIFARIO 091 096 N=_1 0.5 0.2 0.8 v X v N = 5,133, N' =472
B 0.8 0.2 0.8 v X v N = 17,552, N' =472
N’ = 450 0.5 0.8 0.8 v X v N = 5,133, N' =472
- 0.8 0.8 0.8 v X v N = 17,552, N' =472
* 0.5 0.2 0.5 v v X N =5,183, N’ =97
|Diesi| = 10,000 0.8 0.2 0.5 v v X N =17,631, N’ =97
Pl =10 | 03108 |03 | v | ¥ | ¥ | NZjenn o
rigger . . . X = 7,631, =
FMNIST 092 099 N=_1 0.5 0.2 0.8 v v X N =5,183, N’ =97
- 0.8 0.2 0.8 v v X N =17,631, N' =97
N =11 0.5 0.8 0.8 v v X N =5,183, N' =97
Tan et al. 08 | 08 | 08 | v v X N = 7631, N' =97
* 0.5 0.2 0.5 v v X N = 4983, N’ =97
|Diesi| = 10,000 0.8 0.2 0.5 v v X N =17314, N’ =97
e A A A v
" igge _ _ , X =734, N' =
CIFARIO 088 099 N=_1 0.5 0.2 0.8 v v X N =4983, N’ =97
- 0.8 0.2 0.8 v v X N =17314, N' =97
N —a 05| 08 | 08 | v v X N = 4983, N’ = 97
- 0.8 0.8 0.8 v v X N =17314, N' =97
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